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1. IPMI OS Drivers and Open Source Software

AST2300 firmware is full compliant with IPMI 2.0 specification. So users could use
standard IPMI driver comes from operation system distribution.

1.1 Windows IPMI Driver

AST2300 supports Intel reference driver, you can get it from
http://www.intel.com/design/servers/ipmi/tools.htm
From Windows Server 2003 R2, Microsoft also provide in box IPMI driver. You can

use it also.

1.2 Open IPMI Driver on Linux

AST2300 supports the Open IPMI driver in Linux Kernel. Use the following
commands to load IPMI drivers.

“modprobe ipmi_devintf’

“modprobe ipmi_si”

If you use old version Linux Kernel, you need to replace module “ipmi_si” with

“ipmi_kcs”

Note that TYAN motherboard BIOS encodes IPMI Base |0 address at 0xCAZ2 in its
DMI table IPMI entry, any generic OS IPMI drivers should have no problem to
support it.

1.3 IPMI Tool and Other Open Source Software

AST2300 supports open source software IPMI Tool, you can also use other ones
like Open IPMI, IPMI Utility. Note that for IPMI Tool SOL session, user needs to use
BIOS setup menu to configure “Remote Serial Console Redirect” to use COMA, and
set baud rate to 38.4K, 8 bits, no parity, and Xon/Xoff handshaking.
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2. SP-X WEB GUI

2.1 MegaRAC® GUI Overview

The MegaRAC® SP-X SoC (System-on-Chips) has an AMI generic, user-friendly
Graphics User Interface (GUI) called the MegaRAC® GUI. It is designed to be easy
to use. It has a low learning curve because it uses a standard Internet browser. You
can expect to be up and running in less than five minutes.

2.2 User Name and Password

Initial access of MegaRAC SP-X prompts you to enter the User Name and
Password. A screenshot of the login screen is given below.

= American
MEGARAC == Megatrends

Username: |

Password:
Foroot Password?

Required Browser Settings
1. Allow popupe from this site @
2. Allowfile download from this site. (Howto )
3. Enable javascriptfor this site @
4. Enable cooiies for tis site @

Default User Name and Password

The default user name and password are as follows:

Username: root

Password: superuser

NOTE:

. The default user name and password are in lower-case characters.

. When you log in using the user name and password, you get full
administrative rights. It is advised to change your password once you login.
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2.3 Dashboard

In MegaRAC GUI, the Dashboard page gives the overall information about the
status of a device. To open the Dashboard page, click Dashboard from the main
menu. A sample screenshot of the Dashboard page is shown below.

Dashboard | FRU Informat erver Health  Configuration ~ Remote Control  Maintenance

Dashboard

Dashboard gives the overall information about the status ofthe device and remote server.

Device Information Sensor Monitoring EventLogs
Device Power Status: On [ ceuo_pum_co (0.03%)
Firmware Revision.  87052R1.0 Status Sensor Reading D CPUO_DIMM_A1 (0.03%)

Bl cPuo_pmn_ao (0.03%)

Finmware Build Time: Feb 13 2012 20:18:56 CST
[Free space ao1%)

CPUD_DTS_Temp  41°C

GPU1_DTS_Temp  Not Available

Network Information (Edit)
CPUD_PECI Temp -58°C

WAC Address:  00:20:ED:53:03:03

V4 Network Mode: DHCP

IPvd Address:  10.60.25473

V6 Network Mode: DHCP

IPV6 Address:

GPU1_PECI_Temp  Not Available
PCH_Area a°C
PCHE_AIr_Inlet 33
CPU1_MOS_Area  28°C
CPUO_DINM_A0 Nt Available

Remote Control

CPUO_DIMM_A1 Nt Available
Java Console

CPUO_DINM_A2 Nt Available
CPUO_DIMM_BO  31°C

CPUO_DINM_B1  Not Available
CPUO_DIMM_B2 Nt Available
CPUO_DIMM_CO Nt Available
CPUO_DINM_C1  NetAvailable
CPUO_DIMM_C2 Nt Available
CPUO_DINM_DO Nt Available
CPUO_DIMM_D1 Nt Available
CPUO_DINM_D2 Nt Available
CPU1_DIMM_AO  Not Available
CPUT_DINM_A1  Not Available
CPUT_DIMM_A2 Nt Available
CPU1_DIMM_BO  Not Available
CPU1_DIMM_B1 Nt Available
CPU1_DIMM_B2 Nt Available
CPUT_DINM_CO  Not Available
CPU1_DIMM_C1 Nt Available
CPU1_DINM_C2  Not Available
CPU1_DIMM_DO Nt Available
CPUT_DINM_D1  Not Available

CPU1_DIMM_D2 Nt Available

LB BN BN BN BN B BN BN BN BN BN BN BN BN BN BN BN BN BN BN BE BE BN BN BN BE BN BN BN BN BN BE BN BN BN BE BE BN BN B BN BN BN BN BN BN J
B(% | BB B[ | B [%|% %% |B|[6{%|Be|B[%|B]|B[6]{%|B|B|%[%|%|[B[B|{e]|B|E]%[%[BB|E{%|B|e|[B]N[B]|B|B BB

CPUDVCore 1.039 Volts
CPU1VCore Not Available
CPUD Memory 1.43 Volts
CPU1 Memory. Not Available
vBAT 3,306 Volts
a3y 3.384 Volts
sV 5.226 Volts
12v 12,007 Volts
CPUD_FAN 4560 RPI
CPUT_FAN Not Available
SYS_FANL1 Not Available
SYS_FAN_2 Nt Available
SYS_FAN_3 Not Available
SYS_FAN_4 Not Available
SYS_FANS Not Available
PSU Status Not Available
PSU Power Not Available
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2.4 FRU Information

In MegaRAC GUI, the FRU Information Page displays the BMC FRU file information.
The information displayed in this page is Basic Information, Common Header
Information, Chassis Information, Board Information and Product Information of the
FRU device.

To open the FRU Information, click FRU Information from the top menu. Select a
FRU Device ID from the Basic Information section to view the details of the selected
device. A screenshot of FRU Information Page is given below.

| MEGARAC

or) C Refresh % Print

Dashboard |FRUInlDrma|i\7n‘ ServerHealth ~ Configuration  Remote Control  Maintenance

Field Repl. ble Unit(FRU)

This page displays the various information like Basic Infermation, Cemman Header Information, Chassis Information, Board Information and Product Information of the FRU device.
Basic Information:
FRU Device ID 0 -

FRU Device Name. BUMC_FRU

Chassis Information:
Chassis Information Area Format Version 0
Chassis Type
Chassis Part Number
Chassis Serial Number

Chassis Extra

Board Information:

Board Information Area Format Version 1
Language: 0

Manufacture Date Time Fii Feb 26 15:22:00 2010
Board Manufacturer ASPEED

Board Product Name. AMISPX

Board Serial Number 00001

Board Part Number
FRU File ID
Board Extra A

Product Information:

Product Information Area Format Version
Language 0
Manufacturer Name

Product Name

Product Part Number

Product Version

Product Serial Number

Asset Tag

FRU File 1D

Product Extra



2.5 Server Health Group

The Server Health Group consists of two items.
. Sensor Readings

. Event Log

A screenshot displaying the menu items under the Server Health is shown below.

MEGARAC &

Dashboard | FRU Information  Server Health  Configuration  Remote Control  Maintenance

Sensor Readings

Event Log
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2.5.1 Sensor Readings

In MegaRAC GUI, the Sensor Readings Page displays all the sensor related
information.

To open the Sensor Readings Page, click Server Health > Sensor Readings from
the top menu. Click on a record to show more information about that particular
sensor, including thresholds and a graphical representation of all associated events.
A screenshot of Sensor Readings Page is given below.

"MEGARAG |

Dashboard ~ FRU Informat Server Health | Configuration ~ Remote Control M

Sensor Readings

All sensor related information will be displayed here. Double click on a record to toggle (ON / OFF) the live widget for that particular sensor

All Sesors 8 Sensor Count: 48 sensors
Sensor Name Status CurrentReading

CPUO_DTS_Temp Normal 41°c

CPU1_DTS_Temp Normal Not Available CPUO0_DTS_Temp: 41°C Nossay
U0 et Temn Noimat 20 C Thresholds for this sensor Live Wioeer OFF | O
GPU1_PECI_Temp Normal Not Avallable

ECi o some e Lower Non-Recoverable (LNR): 0°C Upper Non-Recoverable (UNRY 0°C
SR Mooms sk Lower Gritcal (LC) 0c Upper Critical (UC) 97°c
CEWIMOS es ol ] Lower Non-Critical (LNC): o:c Upper Non-Critical (UNCY: orc
CPUO_DIMI_20 Normal Not Avallable

CPUO_DIMH_A1 Normal Not Avallable

GPUD_DIMN_A2 Normal Not Available Graphieal View of this censor's events

CPUO_DIMI_BO Normal a2c

CPUO_DIMI_B1 Normal Not Avallable

CPUO_DIM_B2 Normal Not Avallable LR [(0)

CPUO_DIMI_CO. Normal Not Avallable )

CPUO_DIMI_C1 Normal Not Avallable

CPUO_DIMIN_C2 Normal Not Avallable we [(o)

GPUO_DIMI_DO Normal Not Available o |(0)

CPUO_DIMI_D1 Normal Not Available:

CPUO_DIMN_D2 Normal Not Avallable ue ()

CPUT_DIMM_A0 Normal Not Available we o

CPUT_DIMM_A1 Normal Not Available

CPUT_DIMI_A2 Normal Not Avallable other [(0)

CPUT_DIMI_B0 Normal Not Available

CPUT_DIMI_B1 Normal Not Available Discrete | (0}

CPUT_DIMI_B2 Normal Not Avallable o 3 2 3 s

CPU1_DIMN_CO Normal Not Available Murber of Entries

CPU1_DIMM_C1 Normal Not Available
CPUT_DIMN_C2 Normal Not Avallable

GPUO VCare Normal 1.039 Volts

CPU1 VCore Normal Not Available:

CPUO Hemory Normal 1.43 Volts

GPUT Hiemory Normal Not Avallable

veAT Normal 2.306 Voits

aav Normal 3384 Volts

v Normal 5226 Volts

12v Normal 12007 Volts

CPUO_FAN Normal 4540 RPI

CPUT_FAN Normal Not Avallable

SvS_FAN_1 Normal Not Avallable

SVS_FAN_2 Normal Not Avallable

SYS_FAN3 Normal Not Avallable

SYS_FAN_¢ Normal Not Avallable

SVS_FANS Normal Not Available

PSU Status Al deasserted Not Avallable

PSU Power Normal Not Available
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2.5.2 Event Log

In MegaRAC GUI, this page displays the list of event logs occurred by the different
sensors on this device. Double click on a record to see the details of that entry.
You can use the sensor type or sensor name filter options to view those specific
events or you can also sort the list of entries by clicking on any of the column
headers.

To open the Event Log page, click Server Health > Event Log from the top menu.
A sample screenshot of Event Log Page is shown below.

Dashboard ~ FRU Information ‘Ser\tsrﬂeallh‘ Configuration ~ Remote Control  Maintenance

Event Log

Events generated by the system will be logged here. Double-click on  record to sse description

All Events ~ filter by: Al Sensors v Event Log: 3 event entries
@ BHC Timezone © Client Timezone UTC Offset: (GHIT+-0)
EventiD 3 Time Stamp Sensor Name SensorType Description

E

02/09/2012 20:19:22 CPUO_DINM_CO Temperature Upper Critical - Going High - Asserted AlEvlon
7 02/09/2012 20:19:22 CPUO_DINM_AT Temperature Upper Critical - Going High - Asserted
1 0210972012 20:19:22 CPUO_DIMI_AD Temperature Upper Critical - Going High - Asserted
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2.6 Configuration Group

This group of pages allows you to access various configuration settings. A detailed
description of each configuration group is given ahead. A screenshot of
Configuration Group Page is shown below.

MEGARAC &

Dashboard | FRU Information ~ Server Health  Configuration  Remote Control ~ Maintenance

Active Directory
DNS
LDAP

Metwork

Metwork Link

Virtual Media

13
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2.6.1 Active Directory

An active directory is a directory structure used on Microsoft Windows based
computers and servers to store information and data about networks and domains.
An active directory (sometimes referred to as an AD) does a variety of functions
including the ability to provide information on objects, helps organize these objects
for easy retrieval and access, allows access by end users and administrators and
allows the administrator to set security up for the directory.

This page allows you to configure Active Directory Server Settings.
To open the Active Directory Settings Page, click Configuration -> Active

Directory from the main menu. A sample screenshot of Active Directory Settings
Page is shown in the screenshot below.

MEGARAC

Dashboard ~ FRU Information  Server Health | Configuration | Remote Control ~ Maintenance

Active Directory

idvenoed Settings
The ‘Active Directory is currently disabled. To enable Active Directory and configure its settings. Click on ‘Advanced Setiings' bution,
The list below shows the current list of configured Role Groups. Ifyou would like to delste of modify a fole group, selectthe name in the list and press Delete Role Group or Modiify Rele Group. To add a new Role Group, select an
unconfigured siot and press Add Role Group.
Number of configured Role groups: 0
Role Group D Group Name r Group Privilege

tlafe|e e

EIFSEISIEN
vl

ARk Grovp | | ModifyRole Group | [ DelereRole Group
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2.6.2 DNS

The Domain Name System (DNS) is a distributed hierarchical naming system for
computers, services, or any resource connected to the internet or a private network.
It associates the information with domain names assigned to each of the
participants. Most importantly, it translates domain names meaningful to humans
into the numerical (binary) identifiers associated with networking equipment for the
purpose of locating and addressing these devices worldwide.

In MegaRAC GUI, the DNS Server Settings page is used to manage the DNS
settings of a device.

To open the DNS Server Settings Page, click Configuration > DNS from the main

menu. A sample screenshot of DNS Server Settings Page is sown in the screenshot
below.

MEGARAC

Dashboard  FRU Information  Server Health | Configuration | Remote Control ~ Maintenance

DNS Server Settings

Manage DNS seftings of the device.
Host Configuration

Host Settings. Anomatic -
Host Name AMIO020ED530303
Register BMC

Register BUC
© Direct Dynamic DNS DHCP Client FQDN

eth0

Domain Name Configuration
Domain Settings oho_v -

Domain Name

1Pv4 Domain Name Server Configuration

DNS Server Settings
Preferred DNS Server
Alternate DNS Server

1Pv6 Domain Name Server Configuration
DN Server Settings
Preferred DNS Server

Alternate DNS Server

eh0 -

1060020

1038186

eho -

15
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2.6.3 LDAP

The Lightweight Directory Access Protocol (LDAP) is an application protocol for
querying and modifying data of directory services implemented in internet Protocol
(IP) networks.

To open the LDAP Settings Page, click Configuration -> LDAP from the main
menu. A sample screenshot of LDAP Settings Page is shown in the screenshot
below.

Dashboard  FRU Information  Server Health ‘Conﬁguralion‘ Remote Control  Maintenance

LDAP

Advanoed Settings

LDAPis currently disabled. To enable LDAP and configure its settings. Click on ‘Advanced Setings' button.

The list below shows the cument st of configured Role Groups. If you would like ta delete or modify a role group, selectthe name in the list and press Delete Role Group or Modify Role Group. To add a new Role Group, selectan
unconfigured slotand press Add Role Group.

Number of configured Role groups: 0

Role Group ID Group Name Group Search Base Group Privilege

R RN
EERE
vl

7
3
4
5

AddRole Gronp | [ ModifyReleroup || Delete Role Gronp
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2.6.4 Mouse Mode

In MegaRAC GUI, Redirection Console handles mouse emulation from local
window to remote screen in either of two methods. User has to be an Administrator

to configure this option.

To open the Mouse Mode Page, click Configuration > Mouse Mode from the
main menu. A sample screenshot of Mouse Mode Settings page is shown in the

screenshot below.

"MEGARAG

Dashboard ~ FRU Information ~ Server Health | Configuration | Remote Control ~ Maintenance

Mouse Mode Settings

Redirection cons ole mouse mode setings can be modified here.
The current Mouse Mode is ABSOLUTE.

Sethlode to Absolute (Recommended when server OS is Windows)
© SetMode to Relative (Recommended when server 08 is Linux)

e

Note: When server OS is Redhat 6.x, please select the absolute mouse mode

17



2.6.5 NCsI

In MegaRAC GUI, this page is used to configure Network Controller Sideband
Interface (NCSI) configuration settings.

To open the NCSI Page, click Configuration > NCSI from the main menu. A
sample screenshot of NCSI Settings Page is shown in the screenshot below.

e erican

MEGARAC == M

Server Health ‘Conﬁgura(ion‘ Remote Control  Maintenance

Dashboard  FRU Information

NCSI Settings

The following options are to configure channel number and package ID information for the NCS!interface.

NCSlinterface. &0 -
Channel Number 0 -
Package ID 0 -

e
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2.6.6 Network

In MegaRAC GUI, the Network Settings Page is used to configure the network
settings for the available LAN channels.

To open the Network Settings Page, click Configuration > Network from the main
menu. A sample screenshot of Network Settings Page is shown in the screenshot
below.

Dashboard ~ FRU Information  Server Health ‘Cm\ﬁguratinn‘ Remote Control  Maintenance

Network Settings

Manage netwark settings of the device.
LAN Interface efhd -
LAN Settings Enable
MAC Address 0020ED:53:03:03

1Pv4 Configuration

Obtain an IP address automatically Use DHCP

1Pva Address 106025473

Subnet Mask [2s5.285285.12

Default Gateway 106025412
1P§ Configuration

IPV6 Settings Enable

Obtain an IP address automatically Use DHCP

1Pv6 Address

Subnet Prefix length (&1

Default Gateway

save
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2.6.7 Network Link

In MegaRAC GUI, this page is used to configure network link configuration for
available network interfaces.

To open the Network Link Page, click Configuration > Network Link from the
main menu. A sample screenshot of Network Link Configuration Page is shown in
the screenshot below.

Dashboard ~ FRU Information  Server Health ‘Cm\ﬁguratinn‘ Remote Control  Maintenance

Network Link Configuration

Manage network link settings ofthe device.
LAN Interface S
Auto Negotiation @ oN © oFF
Link Speed [100Mbrs
Duplex Mode [Full Duglex

Save
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2.6.8 NTP Settings

The Network Time Protocol (NTP) is a protocol for synchronizing the clocks of
computer systems over packet-switched, variable-latency data networks. It is
designed particularly to resist the effects of variable latency by using a jitter buffer.

In MegaRAC GUI, this page displays the device current date and time settings. It
can be used to configure either Data & Time or NTP server settings for the device.

To open the NTP Settings Page, click Configuration - NTP from the main menu.
A sample screenshot of NTP Settings Page is shown in the screenshot below.

MEGARAC e e‘“:d'_;

or) C Refresh 42 Print

Dashboard ~ FRU Information  Server Health | Configuration | Remote Control  Maintenance

NTP Settings

Here you can either configure the NTP server or view and modify the device's Date & Time setings
Date: February 9 212
Time:
sy 2 © kg
UTCTimezone:  (GMT+:0) ~ Hour(s)
NTP Server: poolaporg

Automatically synchronize Date & Time with NTP Server

Refrsh | [ Save
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2.6.9 PEF

Platform Event Filtering (PEF) provides a mechanism for configuring the BMC to
take selected actions on event messages that is receives or has internally
generated. These actions include operations such as system power-off, system
reset, as well as triggering the generation of an alert.

In MegaRAC GUI, the PEF Management is used to configure the following:

. Event Filter

. Alert Policy

. LAN Destination

To open the PEF Management Settings Page, click Configuration > PEF from the
main menu. A sample screenshot of PEF Management Page is shown in the
screenshot below.

Event Filter Table

A PEF implementation is recommended to provide at least 16 entries in the event
filter table. A subset of these entries should be pre-configured for common system
failure events, such as over-temperature, power system failure, fan failure events,
etc. Remaining entries can be made available for ‘OEM’ or System Management
Software configured events. Note that individual entries can be tagged as being

reserved for system use - so this ratio of pre-configured entries to run-time
configurable entries can be reallocated if necessary.

22



MEGARAC
e Vel

Dashboard  FRU Information  Server Health | Configuration | Remote Control ~ Maintenance

PEF Management

Use this page to configure Event Filter, Alert Palicy and LAN Destination. To delete or modify a entry, selectitin the list and press "Delete” or "Modify". To add a new eniry, select an unconfigured slot and press "Add™.

Event Filter ‘ [ Alert Policy ‘ [ LAN Destination
Configured Event Filter count: 15
PEFID 3 Filter Configuration 3 Event Filter Action Event Severity Sensor Name 3

1 Enabled TAler] Unspedified Any
D Enabled TAlert] Unspecified Any
3 Enabled TAlert] Unspecified Any
4 Enabled [Aert] Unspedified Any
5 Enabled [Alert] Unspecified Any
6 Enabled TAlert] Unspecified Any
7 Enabled [Aer] Unspedified Any
8 Enabled TAlert] Unspecified Any
9 Enabled TAlert] Unspecified Any
10 Enabled [ert] Unspedified Any
R Enabled faert Unspecified Any
12 Enabled TAlert] Unspecified Any
13 Enabled et Unspegified Any
14 Enabled et Unspecified Any
15 Enabled TAlertl Unsbecified Anv
16 ~ ~ ~

17 ~ ~ ~
18 ~ ~ ~ ~
19 ~ ~ ~ ~
20 ~ ~ ~ ~
2 ~ ~ ~ ~
2 ~ ~ ~ ~
23 ~ ~ ~ ~
2 ~ ~ ~ ~
25 ~ ~ ~ ~
26 ~ ~ ~ ~
27 ~ ~ ~ ~
28 ~ ~ ~ ~
29 ~ ~ ~ ~
2 ~ ~ ~ ~
31 - ~ ~ -
32 ~ ~ ~ ~
) ~ ~ ~ ~
£ ~ ~ ~ ~
ES) ~ ~ ~ ~
kR ~ ~ ~ ~
37 - ~ ~ -
kL] ~ ~ ~ ~
29 ~ ~ ~ ~
40 ~ ~ ~ -

4dd | [ Modify | [ Delee

The fields of PEF Management — Event Filter Tab are explained below.

This page contains the list of configured PEF’s.

PEF ID: This field displays the ID for the newly configured PEF entry (readonly).
Filter configuration: Check box to enable the PEF settings.

Event Filter Action: Check box to enable PEF Alert action. This is a
mandatory field.

Event Severity: To choose any one of the Event severity from the list.
Sensor Name: To choose the particular sensor from the sensor list.
Add: To add the new event filter entry and return to Event filter list.
Modify: To modify the existing entries.

Cancel: To cancel the modification and return to Event filter list.

23



Procedure:

1. Click the Event Filter Tab to configure the event filters in the available slots

2. To Add an Event Filter entry, select a free slot and click Add to open the Add
event Filter entry Page. A sample screenshot of Add Event Filter Page is
seen in the screenshot below.

W’ =
& adm) o) 2 Print u

Dashboard ~ Server Health  Configuration  Remote Control  Maintenance

Add Event Filter entry

Use this page o add new Event Filter entry. Click def'to save the newly configured evert fiter
Event Fitter Configuration
PEFID

Fitter Configuration O Enable

Event Severity Unspeciied ~
Filter Action configuration

Event Filter Action Alert

Power Action

Alert Policy Number

=| [
g
g
<
<

Generator ID configuration

Generator ID Data

=
3
2
o4

i

Generator ID 1

£

Generator ID 2
Event Generator Slave Address System Software ID
Slave Address/Software ID
Channel Number
IPMEB Device LUN
Sensor configuration
Sensor Type
Sensor Name:
Event Options
Event Data configuration
Event Trigger
Event Data 1 AND Mask
Event Data 1 Compare 1
Event Data 1 Compare 2
Event Data 2 configuration
Event Data 2 AND Mask
Event Data 2 Compare 1
Event Data 2 Compare 2
Event Data 3 configuration
Event Data 3 AND Mask
Event Data 3 Compare 1

Event Data 3 Compare 2

100 000 Ao “l DDH

24



Add Event Filter Entry Page

In the Event Filter Configuration section,

. PEF ID displays the ID for configured PEF entry (read-only).

. In filter configuration, check the box to enable the PEF settings.

. In Event Severity, select any one of the Event severity from the list.

In the Filter Action configuration section,

. Event Filter Action is a mandatory field and checked by default, which
enable PEF Alert action (read-only).

° Select any one of the Power action either Power down, Power reset or
Power cycle from the drop down list

. Choose any one of the configured alert policy number from the drop
down list.

NOTE: Alert Policy has to be configured - under Configuration > PEF > Alert

Policy.

In the Generator ID configuration section,

° Check Generator ID Data option to fill the Generator ID with raw data.
. Generator ID 1 field is used to give raw generator ID1 data value.

. Generator ID 2 field is used to give raw generator ID2 data value.
NOTE: In RAW data field, to specify hexadecimal value prefix with '0x'.

. In the Event Generator section, choose the event generator as Slave
Address - if event was generated from IPMB. Otherwise as System
Software ID - if event was generated from system software.

. In the Slave Address/Software ID field, specify corresponding I°C Slave
Address or System Software ID.
. Choose the particular channel number that event message was

received over. Or choose '0' if the event message was received via the
system interface, primary IPMB, or internally generated by the BMC.
. Choose the corresponding IPMB device LUN if event generated by

IPMB.

In the Sensor configuration section,

. Select the s type of sensor that will trigger the event filter action.

. In the sensor name field, choose the particular sensor from the sensor
list.

. Choose event option to be either All Events or Sensor Specific Events.

In the Event Data configuration section,
. Event Trigger field is used to give Event/Reading type value.
NOTE: Value ranges from 1 to 255.

. Event Data 1 AND Mask field is used to indicate wildcarded or
compared bits.
NOTE: Value ranges from 0 to 255.

° Event Data 1 Compare 1 & Event Data 1 Compare 2 field is used to
indicate whether each bit position's comparison is an exact comparison
or not.
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10.
11.
12.
13.
14.

NOTE: Value ranges from 0 to 255.

In the Event Data 2 configuration section,

° Event Data 2 AND Mask field is similar to Event Data 1 AND Mask.

. Event Data 2 Compare 1 & Event Data 2 Compare 2 fields are similar
to Event Data 1 Compare 1 and Event Data 1 Compare 2 respectively.

In the Event Data 3 configuration section,

. Event Data 3 AND Mask field is similar to Event Data 1 AND Mask.

° Event Data 3 Compare 1 & Event Data 3 Compare 2 fields are similar
to Event Data 1 Compare 1 and Event Data 1 Compare 2 respectively.

Click Modify to accept the modification and return to Event filter list.
Click Reset to reset the modification done.

Click on Cancel to cancel the modification and return to Event filter list.
In the Event filter list, click Modify to modify the existing filter.

In the Event filter list, click Delete to delete the existing filter.
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Alert Policy Tab

This page is used to configure the Alert Policy and LAN destination. You can add,
delete or modify an entry in this page.

= American
MEGARAC £2 ) =5
& admi trator) 2efre Fint# Logout

Dashboard  Server Health ‘Cnnﬁgullliun Remote Control  Maintenance

PEF Management

Use this page to canfigure Event Filter, Alert Policy and LAN Destination. To delete or modify a enlry, select it inthe listand press "Delete” or "Modify’, To add a new entry, select an unconfigured slot and press "Add".

Event Filter ‘ ‘ Alert Policy ‘ ‘ LAN Destination

Configured Alert Policy count: 0

H
3
4
5
6
T
8
9

10

12 - - - ~ - ¥

PEF Management — Alert Policy

The fields of PEF Management — Alert Policy Tab are explained below.

Policy Entry #: Displays Policy entry number for the newly configured entry (read
only).

Policy Number: Displays the Policy number of the configuration.
Policy Configuration: To enable or disable the policy settings.

Policy Set: To choose any one of the Policy set values from the list.

0 - Always send alert to this destination.

1 - If alert to previous destination was successful, do not send alert to this
destination. Proceed to next entry in this policy set.

2 - If alert to previous destination was successful, do not send alert to this
destination. Do not process any more entries in this policy set.

3 - If alert to previous destination was successful, do not send alert to this
destination. Proceed to next entry in this policy set that is to a different
channel.

4 - If alert to previous destination was successful, do not send alert to this
destination. Proceed to next entry in this policy set that is to a different
destination type.

Channel Number: To choose a particular channel from the available channel list.
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Destination Selector: To choose a particular destination from the configured
destination list.

NOTE: LAN Destination has to be configured - under Configuration - PEF
- LAN Destination.

Add: To save the new alert policy and return to Alert Policy list.

Modify: To modify the existing entries.

Cancel: To cancel the modification and return to Alert Policy list.

Procedure:

1.

In the Alert Policy Tab, select the slot for which you have to configure the
Alert policy. That is, In the Event Filter Entry Page, if you have chosen Alert
Policy number as 4, you have to configure the 4th slot (the slot with Policy
Number 4) in the Alert Policy Tab.

2. Select the slot and click Add to open the Add Alert Policy Entry Page as

shown in the screenshot below.

Add Alert Policy entry

Policy Entry # 3

Paolicy Number 1 ~
Policy Configuration Clenabie
Policy Set 0 b
Channel Mumber 1 &
Destination Selector 1 b
Alert String DEvemSpEcmu
Alert String Key 0 v

3. Policy Entry # is a read only field.

Select the Policy Number from the list.

In the Policy Configuration field, check Enable if you wish to enable the
policy settings.

6. In the Policy Set field, choose any of the Policy set from the list.

7. In the Channel Number field, choose particular channel from the available
channel list.

8. In the Destination Selector field, choose particular destination from the

configured destination list.

NOTE: LAN Destination has to be configured under Configuration > PEF >
LAN Destination. That is if you select the number 4 for destination selector in
Alert Policy Entry page, then you have to configure the 4th slot (LAN
Destination Number 4) in the LAN Destination tab.
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10.

11.
12.
13.

14.

15.

In the Alert String field, enable the check box if the Alert policy entry is Event
Specific.

In the Alert String Key field, choose any one value that is used to look up the
Alert String to send for this Alert Policy entry.

Click Add to save the new alert policy and return to Alert Policy list.
Click Cancel to cancel the modification and return to Alert Policy list.

In the Alert Policy list, to modify a configuration, select the slot to be modified
and click Modify.

In the Modify Alert Policy Entry Page, make the necessary changes and
click Modify.

In the Alert Policy list, to delete a configuration, select the slot and click
Delete.
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PEF Management LAN Destination Page

This page is used to configure the Event filter, Alert Policy and LAN destination. A
sample screenshot of PEF Management LAN Destination Page is given below.

MEGARAC

Dashboard  Server Health |Cnnﬁgurl|inn Remote Control  Maintenance

PEF Management

Use this page to configure Event Filter, Alert Policy and LAN Destination. To delete or modify a entry, select it in the list and press "Delete” or"Modify'. To add a new entry, select an unconfigured slot and press "Add"

Event Filter ‘ ‘ Alert Palicy | ‘ LAN Destination

LAN Channel:[1 ~ Configured LAN Destination count: 0

PEF Management LAN Destination

The fields of PEF Management — LAN Destination Tab are explained below.

LAN Destination: Displays Destination number for the newly configured entry (read
only).

Destination Type: Destination type can be either an SNMP Trap or an Email alert.
For Email alerts, the 3 fields - destination Email address, subject and body of the
message needs to be filled. The SMTP server information also has to be added -
under Configuration->SMTP. For SNMP Trap, only the destination IP address has
to be filled.

Destination Address: If Destination type is SNMP Trap, then enter the IP address
of the system that will receive the alert. Destination address will support the
following:

- IPv4 address format
- IPv6 address format

If Destination type is Email Alert, then give the email address that will receive the
email.

Subject & Message: These fields must be configured if email alert is chosen as
destination type. An email will be sent to the configured email address in case of
any severity events with a subject specified in subject field and will contain the
message field's content as the email body.

Add: To save the new LAN destination and return to LAN destination list.
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Cancel: To cancel the modification and return to LAN destination list.
Procedure:

1. In the LAN Destination Tab, choose the slot to be configured. This should be
the same slot that you have selected in the Alert Policy Entry- Destination
Selector field. That is if you have chosen the Destination Selector as 4 in the
Alert Policy Entry page of Alert Policy Tab, then you have to configure the 4th
slot of LAN Destination Page.

2. Select the slot and click Add. This opens the Add LAN Destination entry.

Add LAN Destination entry

LAN Destination 8

Destination Type Snmp Trap ~
Destination Address

Usemname

Subject

Message

Add LAN Destination Entry Page

3. In the LAN Destination field, the destination for the newly configured entry is
displayed and this is a read only field.

4. In the Destination Type field, select the one of the types.

5. In the Destination Address field, enter the destination address.

NOTE: If Destination type is Email Alert, then give the email address that will
receive the email.

Select the User Name from the list of users.

In the Subject field, enter the subject.

In the Message field, enter the message.

Click Add to save the new LAN destination and return to LAN destination list.

Click Cancel to cancel the modification and return to LAN destination list.

23 © o N o
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In the LAN Destination Tab, to modify a configuration, select the row to be
modified and click Modify.

12. In the Modify LAN Destination Entry page, make the necessary changes
and click Modify.

13. In the LAN Destination Tab, to delete a configuration, select the slot and click
Delete.
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2.6.10 RADIUS

RADIUS is a modular, high performance and feature-rich RADIUS suite including
server, clients, development libraries and numerous additional RADIUS related
utilities.

In MegaRAC GUI, this page is used to set the RADIUS Authentication.

To open the RADIUS Settings Page, click Configuration > RADIUS from the main

menu. A sample screenshot of RADIUS Settings Page is shown in the screenshot
below.

MEGARAC

Dashboard ~ FRU Information  Server Health | Configuration | Remote Control ~ Maintenance

RADIUS Settings

Checkthe box below to enable RADIUS authentication and enter the required information to access the RADIUS server. Press the Save button to save your changes
RADIUS Authentication [ Enavle
port 1812
Time Out 3 seconds
Server Address

Secret

RADIUS Settings Page
The fields of RADIUS Settings Page are explained below.
RADIUS Authentication: Option to enable RADIUS authentication.

Port: The RADIUS Port number.
Note:
- Default Port is 1812.

Time Out: The Time out value in seconds.
Note:
- Default Timeout value is 3seconds.
- Timeout value ranges from 3 to 300.

Server Address: The IP address of RADIUS server.
Note:
- IP Address made of 4 numbers separated by dots as in "XXX.XXX.XXX.XXX".
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- Each Number ranges from 0 to 255.
- First Number must not be 0.

Secret: The Authentication Secret for RADIUS server.
Note:
-This field will not allow more than 31 characters.
- Secret must be at least 4 characters long.
- White space is not allowed.

Save: To save the settings.

Reset: To reset the modified changes.

Procedure

Enable the RADIUS Authentication checkbox to authenticate the RADIUS.
Enter the port number in the Port Number field.

Enter the time out value in seconds in the Time out field.

Enter the address of the server in the Server Address field.

Enter the authentication secret for RADIUS Server in the Secret field.

Click Save to save the entered details.

Click Reset to reset the entered details.

Noohkwdh~
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2.6.11 Remote Session

In MegaRAC GUI, use this page to configure virtual media configuration settings for
the next redirection session. Encryption is disabled by default.

To open the Configure Remote Session Page, click Configuration - Remote
Session from the main menu. A sample screenshot of Configure Remote Session
Page is shown in the screenshot below.

) C Refresh 3 Print + Logout
HELP.

Dashboard ~ FRU Information  Server Health ‘Cbnﬁguralinn‘ Remote Control  Maintenance

Configure Remote

The following options are to enable or disable encryption on KV or Media data for the nextredirection session,

KVM Encryption [ Enable
Media Encryption [ Enable
Virtual Wedia Attach Mode a0 Aach -

save
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2.6.12 SMTP

Simple Mail Transfer Protocol (SMTP) is an Internet standard for electronic mail
(e-mail) transmission across Internet Protocol (IP) networks.
Using the MegaRAC GUI, you can configure the SMTP settings of the device.

To open the SMTP Settings Page, click Configuration > SMTP from the main
menu. A sample screenshot of SMTP Settings Page is shown in the screenshot
below.

MEGARAC

Dashboard ~ FRU Information  Server Health | Configuration | Remote Control ~ Maintenance

SMTP Settings

Manage SMTP settings ofthe device.
Sender Address:
Machine Name:

Primary SMTP Server
Server Address:
[J sMTP Server requires Authentication
User Name:
Password:

secondary SMTP Server
Server Address:
[J sMTP Server requires Authentication
User Name:

Password

SMTP Settings Page

SMTP Server IP: The IP address of the SMTP Server.
Note:
- IPv4 Address made of 4 numbers separated by dots as in "Xxx.xxx.xxx.xxx".
- Each Number ranges from 0 to 255.
- First Number must not be 0.
- IPv6 Address made of 8 numbers separated by colon “:” or double colon “::”.
Eg: 2004::2010
- Each field ranges from 0 to FFFF.

Sender Address: The email address of the sender valid on the SMTP Server.

Machine Name: Name of the SMTP Server.
- Machine Name is a string of maximum 15 alpha-numeric characters.
- Space and special characters are not allowed.

SMTP Server requires Authentication: Option to enable SMTP Authentication.
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Note: Server Authentication Types supported are:

- CRAM-MD5

- LOGIN

- PLAIN
If the SMTP server does not support any one of the above authentication types, the
user will get an error message stating, "Authentication type is not supported by
SMTP Server"

Username: Username using which you wish to access SMTP Accounts.
Note:
- User Name can be of length 4 to 15 alpha-numeric characters.
- It must start with an alphabet.
- Special characters ','(comma), ":'( colon), ';'( semicolon), ' '(space) and
\'(backslash) are not allowed.

Password: Password for the SMTP User Account.
Note: This field will not allow more than 19 characters.
- Password must be at least 4 characters long.
- White space is not allowed.

Save: To save the entries.

Reset: To reset the entries.

Procedure

1. Enter the SMTP Server IP in the field given.

2. Enter your email address in the Sender Address field.

3. Enter the IPMI machine name in the Machine Name field.

4. Enable the check box SMTP Server requires Authentication if you want to

authenticate SMTP Server.

Enter your User name in the given field.
Enter your Password in the given field.
Click Save to save the entered details.
Click Reset to update the entered details.

© N o
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2.6.13 SSL

The Secure Socket Layer (SSL) protocol was created by Netscape to ensure

secure transactions between web servers and browsers. The protocol uses a third

party, a Certificate Authority (CA), to identify one end or both end of the

transactions.

Using the MegaRAC GUI, configure SSL certificate into the BMC. Using this, the

device can be accessed in a secured mode.

To open the SSL Certificate Configuration Page, click Configuration - SSL from

the main menu. There are three tabs in this page.

. Upload SSL option is used to upload the certificate and private key file into
the BMC.

. Generate SSL option is used to generate the SSL certificate based on
configuration details.

. View SSL option is used to view the uploaded SSL certificate in readable
format.

A sample screenshot of SSL Certificate Configuration Page is shown in the
screenshot below.

MEGARAC

Dashboard ~ FRU Information  Server Health | Configuration | Remote Control ~ Maintenance

SSL Certificate Configuration

This page is used to configure SSL certificate info the BIIC. Upload $SL option is usedto uploadthe certificate and private key file info the BIC. Generate SSL option is used to generate the SSL certficate based on configuration
details. View SSL option is used to view the uploaded SSL ceftificate in readable format.

Upload SSL H Generate SSL H View SSL

Current Certificate Thu Jan 100:0000 1970
Current Privacy Key Thu Jan 100:00:00 1870

New SSL Certificate -

[t ] | con
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2.6.14 User Management

In MegaRAC GUI, the User Management Page allows you to view the current list of
user slots for the server. You can add a new user and modify or delete the existing
users.

To open the User Management Page, click Configuration - Users from the main
menu. A sample screenshot of User Management Page is shown in the screenshot
below.

= American
MEGARAC == M nds

Dashboard ~ FRU Information  Server Health | Configuration | Remote Control  Maintenance

User Management

The list below shows the current list of available users. To dlsts or modify a user, selecttneir name in the listand press “Delste User” or “Modify User". To add a new user, select an unconfigured slot and press "Add User
Number of configured users: 2

UserD 3 Username User Access Email ID Network Privilege 3
1 anonymous Enabled ~ Administrator
oot Enabled

Administrator

IS PPN
v faf e | el e

vl e
SECERERENEAN

Add User | | ModifyUser | | DeleteUser

User Management

The fields of User Management Page are explained below.

User ID: Displays the ID number of the user.
Note: The list contains a maximum of ten users only.

User Name: Displays the name of the user.

Email ID: Displays email address of the user.

Network Privilege: Displays the network access privilege of the user.
Add User: To add a new user.

Modify User: To modify an existing user.

Delete User: To delete an existing user
Note: The Free slots are denoted by "~" in all columns for the slot.
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Procedure

Add a new user:
1. To add a new user, select a free slot and click Add User. This opens the Add
User screen as shown in the screenshot below.

Add User

User Name |

I

irm Password
Network Privilege Administrator v
Email ID

New SSH Ke |_Browse

Add User Page

2. Enter the name of the user in the User Name field.
Note:
- User Name is a string of 4 to 16 alpha-numeric characters.
- It must start with an alphabetical character.
- It is case-sensitive.
- Special characters ','(comma), ".'(period), ":'(colon), ;'(semicolon), ' '(space),
'I'(slash), '\'(backslash), '('(left bracket) and ')'(right bracket) are not allowed.

3. In the Password and Confirm Password fields, enter and confirm your new
password.
4. Note:

- Password must be at least 8 characters long.
- White space is not allowed.
- This field will not allow more than 20 characters.

5. In the Network Privilege field, enter the network privilege assigned to the
user which could be Administrator, Operator, User or No Access.

6. In the Email ID field, enter the email ID of the user. If the user forgets the
password, the new password will be mailed to the configured email address.
Note: SMTP Server must be configured to send emails.

7. In the New SSK Key field, click Browse and select the SSH key file
Note: SSH key file should be of pub type.

8. Click Add to save the new user and return to the users list.

9. Click Cancel to cancel the modification and return to the users list.
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Modify an existing User

10. Select an existing user from the list and click Modify User. This opens the
Add User screen as shown in the screenshot below.

(X}
Modify User

User Name oot

[ Change Password
Password

Confirm

Network Privilege
Email ID

Uploaded SSH Ke: Mot Available

Browse

[ Modify Cancel |

Modify User Page

11.  Edit the required fields.
12. To change the password, enable the Change Password option.
13. After editing the changes, click Modify to return to the users list page.

Delete an existing User

14. To delete an existing user, select the user from the list and click Delete User.
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2.6.15 Virtual Media

In MegaRAC GUI, this page is used to configure Virtual Media Devices settings. If
you change the configuration of the Virtual Media Devices in this page, it show the
appropriate device in the JViewer Vmedia dialog. For example, if you select two
floppy devices in Configure Virtual Media Page, then in JViewer Vmedia, you can
view two floppy device panel.

To open the Virtual Media Devices Page, click Configuration - Virtual Media
from the main menu. A sample screenshot of Virtual Media Devices Page is shown
in the screenshot below.

“MEGARAC

Remote Control  Maintenance

Dashboard  FRU Information  Server Health | Configuration

Virtual Media Devices

‘The following option will allow to configure vitual media devices.
Floppy devices 1
CDIDVD devices 1

Haradisk devices 1
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2.7 Remote Control

The Remote Control consists of the following menu items.

. Console Redirection

. Server Power Control

. Other Control

A sample screenshot of the Remote Control menu is given below.

MEGARAC

Dashboard | FRU Information  Server Health ~ Configuration ~ Remote Control  Maintenance
Console Redirection
Server Power Control

Other Control
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2.7.1 Console Redirection

The remote console application, which is started using the WebGUI, allows you to
control your server’s operating system remotely, using the screen, mouse, and
keyboard, and to redirect local CD/DVD, Floppy diskette and hard disk/USB thumb
drives as if they were connected directly to the server.
List of Supported Client Operating System

winxp

w2k3 - 32 bit

w2k3 - 64 bit

RHEL 4 - 32 bit

RHEL 4 - 64 bit

RHEL 5.4 - 32 bit

RHEL 5.4 - 64 bit

RHEL 6.0 - 64 bit

RHEL 6.0 - 32 bit

Ubuntu 9.10 LTS - 32

Ubuntu 9.10 LTS - 64

Ubuntu 8.10 -32

Ubuntu 8.10 -64

OpenSuse 11.2 -32

OpenSuse 11.2 -64

FC9-32

FC9-64

FC 10 - 32

FC 10 - 64

FC 12 -32

FC 12 - 64

FC 13 -32

FC 13 -64

FC 14 - 32

FC 14 - 64

MAC -32

MAC-64
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List of Supported Host OS
RHEL 5
RHEL 6
w2k3
w2k8
RHEL 4
OpenSuse 11.2
OpenSuse 10.x
Ubuntu 8.10
Ubuntu 9.10
Ubuntu 11.04

"MEGARAC

Dashboard ~ FRU Information ~ Server Health  Configuration | Remote Control | Maintenance

Console Redirection

Press the button to launch the redirection console and manage the server remotely.

Browser Settings
For launching the KVM, pop-up block should be disabled. For Internet Explorer,
enable the download file options from the settings.

Java Console

This is an OS independent plug-in which can be used in Windows as well as Linux
with the help of JRE. JRE should be installed in the client’s system. You can install
JRE from the following link.

http://www.java.com/en/download/manual.jsp
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The Console Redirection main menu consists of the following menu items.
Video
Keyboard
Mouse
Options
Media
Keyboard Layout
detailed explanation of these menu items are given below.

>0 e e o o o
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2.7.1.1 Video

This menu contains the following sub menu items.

Pause redirection: This option is used for pausing Console Redirection.

Resume Redirection: This option is used to resume the Console Redirection when
the session is paused.

Refresh Video: This option can be used to update the display shown in the
Console Redirection window.

Turn Off Host display: If you enable this option, the server display will be blank but
you can view the screen in Console Redirection. If you disable this option, the
display will be back in the server screen.

Full Screen: This option is used to view the Console Redirection in full screen
mode (Maximize). This menu is enabled only when both the client and host
resolution are same.

Exit: This option is used to exit the console redirection screen

060,254 65] - Ofps el =

Vi yboard Mouse Options Media Keyboard Layout Help Zoom Size : 100%
Pause Redirection A A e | ————
L_Jb L | 4 150

Refresh Video Al L) 6:07pM & =

Compression Mode:
DCT Quantization Table
1 Host Video Output

Video commands [LALT| [LCTRL] [RALT| [RETRL] [Nurd] [Capd| [Seroll
A —T T " ™ ™ = T ™ T ™ n T
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2.7.1.2 Keyboard
This menu contains the following sub menu items.

Hold Right Ctrl Key: This menu item can be used to act as the right-side <CTRL>
key when in Console Redirection.

Hold Right Alt Key: This menu item can be used to act as the right-side <ALT> key
when in Console Redirection.

Hold Left Ctrl Key: This menu item can be used to act as the left-side <CTRL> key
when in Console Redirection.

Hold Left Alt Key: This menu item can be used to act as the left-side <ALT> key
when in Console Redirection.

Left Windows Key: This menu item can be used to act as the left-side <WIN> key
when in Console Redirection. You can also decide how the key should be pressed:
Hold Down or Press and Release.

Right Windows Key: This menu item can be used to act as the right-side <WIN>
key when in Console Redirection. You can also decide how the key should be
pressed: Hold Down or Press and Release.

Alt+Ctri+Del: This menu item can be used to act as if you depressed the <CTRL>,
<ALT> and <DEL> keys down simultaneously on the server that you are redirecting.

Context menu: This menu item can be used to act as the context menu key, when
in Console Redirection.

B Viewer(10.60.254.65] - 0 fps|

s Megia Keyboard Layout Help

DHmnR\glel_nKeY Q@ Ear @
L= || 50

(3 Hold Right Alt Key
[ Hold Left Ctrl Key L) s0opm @ [=]

0 Hold Left Alt Key

Left Windows Key »
Right Windows Key »
Ctri+Alt+Del

WMenu

LALT) [LCTRU [RALT, [RETRY] [Numi [Caps] [seroll
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2.7.1.3 Mouse
Show Cursor: This menu item can be used to show or hide the local mouse cursor
on the remote client system.

Lock Single Cursor: This menu item can be used when mouse mode is relative
mode.

Bl Viewer[10.60.254.65] -0 fps =

Mouse | Options Megia Keyboard Layout Help Zoom Size: 100%

c | —
Jad \@_‘ 50 100 150

¥ Show Cursor

@ Applications| L) s11pM @ [=]

House commands [LALT, [LCTRY] [RALT, [RETRY] [Numy [Capd [Seroll
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2.7.1.4 Options

Band width: The Bandwidth Usage option allows you to adjust the bandwidth. You
can select one of the following:

e Auto Detect - This option is used to detect client system keyboard layout
automatically and send the key event to the host based on the Layout
detected.

e 256 Kbps

e 512 Kbps

e 1 Mbps

e 10 Mbps

Keyboard/Mouse Encryption: This option allows you to encrypt keyboard inputs
and mouse movements sent between the connections.

Zoom:
Note: When the mouse is relative, the mouse synchronization will be executed if
the zoom size reaches 100%.

. Zoom In — For increasing the screen size. This zoom varies from 100%
to 150% with an interval of 10%

. Zoom Out — For decreasing the screen size. This zoom varies from
100% to 50% with an interval of 10%

B Wieneri0602: —To =
ou

Video Keyboard Moy

Qa & @i

o ot
@ npplications  Place: ) 727PM @

[LALT| [LCTRY] [RALT| [RCTRY] [Nur] [Caps [Serol
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2.7.1.5 Media

Bl Wiewe[10.60254 65 - Ofps. |-l
Video Keyboard Mouse Options [Media | Keyboard Layout Help Zoom Size : 100%

150

) 6:11pM & =

Redirecting the Devices CDFD/HD 1o host [EALT) [LETRY [RALT| [RETRL [Nuny [Caps [Serol]
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Virtual Media Wizard

To add or modify a media, select and click Virtual Media Wizard, which pops out a
box named “Virtual Media” where you can configure the media. A sample
screenshot of Virtual Media Page is given below.

B Viewer[10.60.254.65] - O fps.

Video Keyboard Mouse Options Media KeyboardLayout Help

Qo @ Qe

@ ) @ 50 100

Zoom Size: 100%

—_—{

M npplications  Places  System

L) 1y

L) 613rm @

B Virtual Media

=

=7

Computer

Lo}

root's Home
Terminal

=

v

Floppy Key Medial

® Floppy Image;

CDIDVD Mediat

Connect Floppy

@® 150 Image

Hard disk/USB Key Medial

Connect CD/DVD.

® HD/USBImage

© PhysicalDrive0-[C-D] - Fixed Drive

Status

TargetDrive Connected To

ReadBytes

[Virtual Floppy 1
\Virtual CD 1
Virtual HardDisk 1

Nof connected
Not connected
Not connected

Connect Hard disk/USB Key

Redirecting the Devices CDFD/HD 1o host

[LALT| [LcTRY] [RALT| [RETRY] [Nunq [Capd [Ser

Note:

For windows client, if the logical drive of the physical drive is dismount then the
logical device is redirected with Read/Write Permission else it is redirected with
Read permission only.

For MAC client, External USB Hard disk redirection is only supported.

For Linux client, fixed hard drive is redirected only as Read Mode. It is not Write
mode supported.
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2.7.1.6 Keyboard Layout

Auto Detect: This option is used to detect keyboard layout automatically. The
languages supported automatically are English-US, French-France, Spanish-Spain,
German-Germany, Japanese-Japan. If the client and host languages are same,
then for all the languages other than English mentioned above, you must select this
option to avoid typo errors.

Soft Keyboard: This option allows you to select the keyboard layout. It will show
the dialog as similar to onscreen keyboard. If the client and host languages are
different, then for all the languages other than English mentioned above, you must
select the appropriate language in the list shown in JViewer and use the
softkeyboard to avoid typo errors.

Note: Soft keyboard is applicable only for JViewer Application not for other
application in the client system.

Bl Wiewe[106025473] - Ofps. |-l
Video Keyboard Mouse Options Media |IKeyboard Layout| Help Zoom Size: 100%

Y (57 ) | o Auto Detect
@o ¥ 08eg e

@ npplications  Places  Systemn €& () 720eM @

a

Computer

© Finnish

© German(Switzeriand)
O Norwegian{Norway)
© Portuguese(Portugal)
© Swedish

© Hebrew

© French(Belgium)
© Dutch(Belgium)

O Russian(Rusia)

O Japanese

Softkeyboard [EALT] [LeTRY] [RALT| [RETRY) [Nuny [Caps [Serol]

A sample screenshot of the US Keyboard is given below.
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Bl Viewer[1060.254.73] -0 fps =

Video Keyboard Mouse Options Megdia Keyboard Layout Help Zoom Size: 100%

150

L) 7:30em @ [2]

[ [r2[ra]ra] [Fsro] 7 rs] [ro[Fr0]F1a]r12] [psc[sik o]

a]z]s]e [7]8]o]o]-]-=]oksp] [ins[om]pup]
- bttt ol

i [ Len

s\ [ [ [ e v [ oo [m ] ] ] /] e

et [wn| at | [ o] att [wn] cm

Terminal

Invoke the English(US) softkeyboard layout [EALT] [LCTRY [RALT) [RETRD [Num [Caps| [Serol]
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2.7.2 Server Power Control

This page allows you to view and control the power of your server.

To open the Power Control and Status Page, click Remote Control > Server
Power Control from the main menu. A sample screenshot of Power Control and
Status Page is shown in the screenshot below.

m

Dashboard ~ FRU Information  Server Health  Configus emote Control | Maintenance.

Power Control and Status

The current server power status is shown below: To perform a power control aperation, select ane of the options below and press “Perform Actior”.

Host is currently on

@ Reset Server

Power Off Server - Immediate

© Power OFf Server - Orderly Shutdown
Power On Server

© Power Cycle Sewver

© Power Button
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2.7.3 Other Control

Select options in the All Others Control Page to Chassis Locate LED, Clear CMOS
and Local Panel Lock control.

MEGARAC

Remote Control | Maintenance

Dashboard ~ FRU Information  Server Health  Configuration

All Others Control
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2.8 Maintenance Group

This group of pages allows you to do maintenance tasks on the device. The menu
contains of the following items:

. Firmware Update

. Restore Factory Defaults

. BIOS Update

MEGARAC &

Dashboard | FRU Information  Server Health ~ Configuration ~ Remote Control ~ Maintenance

Firmware Update
Restore Factory Defauits
BIOS Update

A detailed description is give ahead.
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2.8.1 Firmware Update

In MegaRAC GUI, this wizard takes you through the process of firmware upgrade. A
reset of the box will automatically follow if the upgrade is completed or cancelled.
An option to preserve configuration will be presented. Enable it, if you wish to
preserve configured settings through the upgrade.

WARNING: Please note that after entering update mode widgets, other web pages
and services will not work. All open widgets will be closed automatically, if upgrade
process is cancelled in the middle of the wizard, the device will be reset.

NOTE:

The firmware upgrade process is a crucial operation. Make sure that the
chances of a power or connectivity loss are minimal when performing this
operation.

Once you enter into Update Mode and choose to cancel the firmware flash
operation, the MegaRAC card must be reset. This means that you must
close the Internet browser and log back onto the MegaRAC card before you
can perform any other types of operations.
To open the Firmware Update Page, click Maintenance - Firmware Update from
the main menu. A sample screenshot of Firmware Update Page is shown in the
screenshot below.

MEGARAC

Dashboard  FRU Information  Server Health  Configuration ~ Remote Control | Maintenance

Firmware Update

Upgrade firmware of the device. Press "Enter Update Mode™ o put the device in update mode,

VUARNING: Pleas e note that after entering update mode widgets, other web pages and serices will not work. All open widgets will be closed automatically. If upgrade pracess is cancelledin the middle of the wizard, the
device will reset.

Entes Update Mode
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2.8.2 Restore Factory Defaults

In MegaRAC GUI, this option is used to restore the factory defaults of the device
firmware.

WARNING: Please note that after entering restore factory defaults widgets, other
web pages and services will not work. All open widgets will be closed automatically.
The device will reset and reboot within few minutes.

To open the Restore Factory Defaults Page, click Maintenance > Restore
Factory Defaults from the main menu. A sample screenshot of Restore Factory
Defaults Page is shown in the screenshot below.

MEGARAC — e eﬁcr?d';

Dashboard ~ FRU Information  Server Health  Configuration  Remote Control | Maintenance

Restore Factory Defaults

Restore Factory Defaults of the device. Press "Restore Factory”{o restore the device defaults

VUARNING: Pleas e note that after entering restore factory widgets, other web pages and s ervices will not work. All apen widgets will be closed automatically. The device will reset and rebaot within few minutes.
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2.8.3 BIOS Update

This page allows you to upgrade BIOS of the device.

To open the BIOS Update Page, click Maintenance > BIOS Update from the main

menu. A sample screenshot of BIOS Update Page is shown in the screenshot
below.

MEGARAC

Dashboard ~ FRU Information  Server Health

Configuration  Remote Control | Maintenance |

BIOS Update

Upgrade BIOS of the device. Press “Enter Update Mode” to putthe devics in update made.

VUARNING: Pleas e note that after entering update mode widgets, ofher web pages and senices will not work.

Entex Update Mode,
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2.9 Log Out

To log out of the MegaRAC GUI, click the logout link on the top right corner of the
screen.

Refresh %2 Print Logout
HELP

The Log in screen will pop out.

®

MEGARAC

Username: |
Password:
Eoraot Passwors?

Required Browser Settings

1. Allow popups from this site @
2. Allowfile download fromthis site. (Howto )
3. Enable javaseriptforthis site @

4. Enable cookies for this site @
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3. BMC Port Number

This section will list a table of the BMC Port numbers.

Web Server: 80, 443

KVM: 7578, 7582

CD Media: 5120, 5124

BMC Port Number | FD Media: 5123, 5127

HD Media: 5122, 5126

IPMI: 623

UPnP Discovery: 1900, 50000
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