
HCS412
KEELOQ® Code Hopping Encoder and Transponder
FEATURES
Security
• Programmable 64-bit encoder crypt key
• Two 64-bit IFF keys
• Keys are read protected
• 32-bit bi-directional challenge and response using 

one of two possible keys
• 69-bit transmission length

• 32-bit hopping code, 
• 37-bit nonencrypted portion

• Programmable 28/32-bit serial number
• 60-bit, read protected seed for secure learning
• Two IFF encryption algorithms
• Delayed counter increment mechanism
• Asynchronous transponder communication
• Transmissions include button Queuing 

information

Operating 
• 2.0V to 6.3V operation
• Three switch inputs: S2, S1, S0 – seven functions
• Battery-less bi-directional transponder capability
• Selectable baud rate and code word blanking
• Automatic code word completion
• Battery low detector
• PWM or Manchester data encoding
• Combined transmitter, transponder operation
• Anticollision of multiple transponders
• Passive proximity activation
• Device protected against reverse battery
• Intelligent damping for high Q LC-circuits
• 100 mVPP sensitive LC input

Typical Applications
• Automotive remote entry systems
• Automotive alarm systems
• Automotive immobilizers
• Gate and garage openers
• Electronic door locks (Home/Office/Hotel)
• Burglar alarm systems
• Proximity access control

PACKAGE TYPES

BLOCK DIAGRAM

Other
• Simple programming interface
• On-chip tunable RC oscillator, ± 10%
• On-chip EEPROM
• 64-bit user EEPROM in Transponder mode
• Battery-low LED indication
• Serialized Quick Turn Programming (SQTPSM )
• 8-pin PDIP/SOIC
• RF Enable output
• ASK and FSK PLL interface option
• Built in LC input amplifier
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HCS412
GENERAL DESCRIPTION
The HCS412 combines patented KEELOQ® code hop-
ping tech nology with bi-di rectional transponder chal-
lenge-and-response security into a single chip solution
for logical and physical access control.

When used as a code hopping encoder, the HCS412 is
ideally suited to keyless entry systems; vehi cle an d
garage door access i n particular. The same HCS412
can also be used as a secure bi-directional transponder
for contactless token verification . T hese cap abilities
make the HCS412 ideal for combined secure access
control a nd i dentification ap plications, dramatica lly
reducing the cost of h ybrid tran smitter/transponder
solutions.

1.0 SYSTEM OVERVIEW
Key Terms
The following is a list of key terms used throughout this
data sheet. For additional information on terminology,
please refer to the KEELOQ introductory Technical Brief
(TB003).

• RKE - Remote Keyless Entry.
• PKE - Passive Keyless Entry.
• Button Status - Indicates what transponder but-

ton input(s) activated the transmission. Encom-
passes the 4 button status bits LC0, S2, S1 and 
S0 (Figure 3-2).

• Code Hopping - A method by which a code, 
viewed externally to the system, appears to 
change unpredictably each time it is transmitted 
(Section 1.1.3).

• Code word - A block of data that is repeatedly 
transmitted upon button activation (Section 3.2).

• Transmission - A data stream consisting of 
repeating code words.

• Crypt key - A unique and secret 64-bit number 
used to encrypt and decrypt data. In a symmetri-
cal block cipher such as the KEELOQ algorithm, 
the encryption and decryption keys are equal and 
will therefore be referred to generally as the crypt 
key.

• Encoder - A device that generates and encodes 
data.

• Encryption Algorithm - A recipe whereby data is 
scrambled using a crypt key. The data can only be 
interpreted by the respective decryption algorithm 
using the same crypt key.

• Decoder - A device that decodes data received 
from an encoder.

• Transponder Reader (Reader, for short) - A 
device that authenticates a token using bi-direc-
tional communication.

• Decryption algorithm - A recipe whereby data 
scrambled by an encryption algorithm can be 
unscrambled using the same crypt key.

• Learn – Learning involves the receiver calculating 
the transmitter’s appropriate crypt key, decrypting 
the received hopping code and storing the serial 
number, synchronization counter value and crypt 
key in EEPROM (Section 6.1). The KEELOQ prod-
uct family facilitates several learning strategies to 
be implemented on the decoder. The following are 
examples of what can be done. 
- Simple Learning

The receiver uses a fixed crypt key, common 
to all components of all systems by the same 
manufacturer, to decrypt the received code 
word’s encrypted portion.

- Normal Learning
The receiver uses information transmitted 
during normal operation to derive the crypt 
key and decrypt the received code word’s 
encrypted portion.

- Secure Learn
The transmitter is activated through a special 
button combination to transmit a stored 60-bit 
seed value used to generate the transmitter’s 
crypt key. The receiver uses this seed value 
to derive the same crypt key and decrypt the 
received code word’s encrypted portion. 

• Manufacturer’s code - A unique and secret 64-
bit number used to generate unique encoder crypt 
keys. Each encoder is programmed with a crypt 
key that is a function of the manufacturer’s code. 
Each decoder is programmed with the manufac-
turer code itself.

• Anticollision - A scheme whereby transponders 
in the same field can be addressed individually 
preventing simultaneous response to a command 
(Section 4.3.1).

• IFF - Identify Friend or Foe (Section 1.2).
• Proximity Activation - A method whereby an 

encoder automatically initiates a transmission in 
response to detecting an inductive field 
(Section 4.4.1).

• Transport code - An access code, ‘password’ 
known only by the manufacturer, allowing pro-
gram access to certain secure device memory 
areas (Section 4.3.3).

• AGC - Automatic Gain Control.
DS41099D-page 2 © 2011 Microchip Technology Inc.



HCS412
1.1 Encoder Overview

The HC S412 code ho pping tran scoder i s de signed
specifically for passive entry systems; primarily vehicle
access. The transcoder portion of a passive entry sys-
tem is integrated into a transmitter, carried by the user
and operated to gain access to a vehicle or restricted
area. The HCS412 is meant to be a cost-e ffective yet
secure solution to such s ystems, requiring very few
external components (Figure 2-6).

1.1.1 LOW-END SYSTEM SECURITY RISKS

Most low-end k eyless entry transmitters are  gi ven a
fixed identification code that is transmitted every time a
button is pu shed. The number of uni que identification
codes in a low-end system is usually a relatively small
number. The se sh ortcomings provid e an opp ortunity
for a sophisticated thief to create a device that ‘grabs’
a transmission and retransmits it later, or a device that
quickly ‘scans’ all possible identification codes until the
correct one is found.

1.1.2 HCS412 SECURITY

The HCS412, on the other hand, employs the KEELOQ
code hopping technology coupled with a transmission
length of 69 bits to virtually eliminate the use  of code

‘grabbing’ or code ‘scanning’. The high security level of
the HCS412 is based on the patented KEELOQ technol-
ogy. A block cipher based on a block length of 32 bits
and a key leng th of 64 bit s is used. The  algorithm
obscures the information in such a way that even if the
transmission information (before coding) differs by only
one bit from that of the previous transmission, statisti-
cally greater than 50 percent of the next transmission’s
encrypted bits will change.

1.1.3 HCS412 HOPPING CODE

The 16-bit synchronization counter is the basis behind
the transmitted code word changing for each transmis-
sion; it increments each time a button is pressed. 

Once the device de tects a button press, it reads the
button inputs and updates the synchronization counter.
The synchronization counter and crypt key are input to
the encryption al gorithm a nd the o utput is 32 bits of
encrypted information. This encrypted data will change
with every button press, its value appearing externally
to ‘randomly hop around’, hence it is referred to as the
hopping portion of the code word. The  32-bit hopping
code is combined with the button information and serial
number to  fo rm the  code w ord transmitte d to the
receiver. The code word format is explained in greater
detail in Section 3.2. 

FIGURE 1-1: BUILDING THE TRANSMITTED CODE WORD (ENCODER)

1.2 Identify Friend or Foe (IFF) Overview

Validation of a  to ken first invol ves an a uthentication
device sending a random challenge to the token. The
token then replies with a calculated response that is a
function of the received challenge and the stored crypt
key. The  authentication device, transpo nder reade r,
performs the same calculation and compares it to the
token’s response. If they match, the token is identified
as valid and the transponder reader can take appropri-
ate action.

The HCS412’s 32-bit IFF response is generated using
one of two possible encryption algorithms and one of
two possible crypt keys; four combinations total. The
authenticating d evice pre cedes the ch allenge w ith a
five bit command word dict ating which alg orithm and
key to use in calculating the response.

The bi-directional communication path required for IFF
is typically inductive for short range (<10cm) transpon-
der appl ications and an inductive ch allenge, RF
response for longer range (~1.5m) passive entry appli-
cations.

Button Press
InformationEEPROM Array

32 Bits of 
Encrypted Data Serial Number

Transmitted Information

Crypt Key

Sync Counter

Serial Number

KEELOQ®

Encryption
Algorithm
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HCS412
2.0 DEVICE DESCRIPTION
2.1 Pinout Description

The HCS412’s footprint is identical to other encoders in
the KEELOQ family, except for the two pins reserved for
low frequency communication.

TABLE 2-1: PINOUT SUMMARY

FIGURE 2-1: S0/S1 PIN DIAGRAM

FIGURE 2-2: S2/RFEN/LC1 PIN DIAGRAM

FIGURE 2-3: LC0 PIN DIAGRAM

Pin
Name

Pin
Number Description

S0 1 Button input pin with Schmitt Trigger detector and internal 60 kΩ (nominal) pull-down 
resistor (Figure 2-1).

S1 2 Button input pin with Schmitt Trigger detector and internal 60 kΩ (nominal) pull-down 
resistor (Figure 2-1).

S2/RFEN/LC1 3 Multi-purpose input / output pin (Figure 2-2).
• Button input pin with Schmitt Trigger detector and internal pull-down resistor.
• RFEN output driver.
• LC1 low frequency (LF) antenna output driver for inductive responses and LC bias.
• Programming clock signal input.

LC0 4 Low frequency (LF) antenna input with automatic gain control for inductive reception and 
low frequency output driver for inductive responses (Figure 2-3).

GND 5 Ground reference.
DATA 6 Transmission data output driver. Programming input / output data signal (Figure 2-4).
LED 7 LED output driver (Figure 2-5).
VDD 8 Positive supply voltage.

60 kΩ
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HCS412
FIGURE 2-4: DATA PIN DIAGRAM FIGURE 2-5: LED PIN DIAGRAM

FIGURE 2-6: TYPICAL APPLICATION CIRCUITS
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HCS412
2.2 Architecture Overview

2.2.1 WAKE-UP LOGIC AND POWER 
DISTRIBUTION

The HCS41 2 au tomatically go es into a l ow-power
Standby mode once connected to the supply voltage.
Power is supplied to the minimum circuitry required to
detect a wake-up condition; button activation or LC sig-
nal detection.

The HCS412 will wake from Low-power mode when a
button input is pulled high or a signal is detected on the
LC0 LF antenna input p in. Waking involves powering
the main l ogic circuitry that controls de vice operation.
The button and transponder inputs are then sampled to
determine which input activated the device.

A button input activation places the device into Encoder
mode. A sign al detected on the tran sponder in put
places the  device i nto T ransponder mode . Encod er
mode has priority over Transponder mode so a signal
on the transponder input would be ignored if it occurred
simultaneously to a button activation; ignored until the
button input is released.

2.2.2 CONTROL LOGIC

A dedicated state machine, timer and a 32-bit shift reg-
ister perform the control, timing and data manipulation
in the HCS412. This includes the data encryption, data
output mod ulation an d rea ding of and  writing  to  th e
onboard EEPROM.

2.2.3 EEPROM

The HCS412 cont ains nonvolatile EEPROM to store
configuration options, user d ata and the synchroniza-
tion counter.

The configuration options are programmed during pro-
duction and include the read protected security-related
information such as crypt keys, serial number and dis-
crimination value (Table 7-2).

The 64 bits (4x16-bit words) of user EEPROM are read/
write accessible through the low frequency communi-
cation path as we ll a s i n-circuit, wire p rogrammable
during production.

The initial synchron ization coun ter value  is pro-
grammed duri ng produ ction. The co unter is imple-
mented in Grey code  and updated using bi t writes to
minimize EEPROM writing over the life of the product.
The user need not worry about counter format conver-
sion as the transmitted counter value is in  binary for-
mat. 

Counter corruptio n is protected for by the use o f a
semaphore w ord a s well as by the internal circui try
ensuring the  EEPROM write vol tage is at an  accept-
able level prior to each write.

The EEPROM is pr ogrammed during produc tion by
clocking (S2  pin) the da ta into th e DATA pin
(Section 7.0). Certain EEPROM locations can also be
remotely rea d/written th rough th e LF  communica tion
path (Section 4.3).

2.2.4 CONFIGURATION REGISTER

The fi rst activation  after co nnecting powe r to the
HCS412, the  de vice retrieves the co nfiguration from
EEPROM storage and buffers the information in a con-
figuration register. The configuration register then dic-
tates various device operation options including the RC
oscillator tun ing, the S2/R FEN/LC1 p in configuration,
low voltage trip point, modulation format,...

2.2.5 ONBOARD RC OSCILLATOR AND 
OSCILLATOR TUNE VALUE (OSCT)

The HCS412 has an onboard RC oscillator. As the RC
oscillator is susceptible to variations in process param-
eters, te mperature a nd op erating volt age, oscil lator
tuning is provided for more accurate timing character-
istics.

The 4 -bit Oscil lator T une V alue (OSCT) (T able 2-2)
allows tuning within ±4% of the optimal oscillator speed
at the voltage and temperature used when tuning the
device. A properly tuned oscillator is then accurate over
temperature and vo ltage variations to wi thin ±10% of
the tuned value.

Oscillator speed is significantly affected by changes in
the device supply voltage. It is therefore  best to  tune
the HCS412 such that the variance in oscillator speed
be symmetrical abou t an op erating mid-point
(Figure 2-7). ie...

• If the design is to run on a single lithium battery, 
tune the oscillator while supplying the HCS412 
with ~2.5V (middle of the 3V to 2V usable battery 
life). 

• If the design is to run on two lithium batteries, tune 
the oscillator while supplying the HCS412 with 
~4V (middle of 6V to 2V battery life). 

• If the design is to run on 5V, tune the oscillator 
while supplying the HCS412 with 5V.

Say the HCS412’s oscillator is tuned to be optimal at a
6V supply voltage but the device will operate on a sin-
gle lithiu m batte ry. Th e resul ting oscil lator varia nce
over temperature and voltage will not be ±4% but will
be more like -7% to -15%.

Programming using  a supply volt age oth er th an 5V
may not be practical. In these cases, adjust the oscilla-
tor tune value such that the device will run optimally at
the t arget volt age. (i.e., If progra mming usin g 5V a
device that w ill run a t 3V, program the device to  run
slow at 5V such that it will run optimally at 3V).
DS41099D-page 6 © 2011 Microchip Technology Inc.



HCS412
TABLE 2-2: OSCILLATOR CALIBRATION 
VALUE (OSCT)

FIGURE 2-7: HCS412 NORMALIZED RFTE 
VERSUS TEMP

2.2.6 LOW VOLTAGE DETECTOR

The HCS412 ’s battery voltage detector detects when
the supply voltage drops below a predetermined value.
The valu e is sel ected by the  Low V oltage Trip Po int
Select (VLOWSEL) configuration option.

The low voltage detector result is included in encoder
transmissions (VLOW) allowing the receiver to indicate
when the transmitter battery is low (Figure 3-2). 

The H CS412 indicates a  l ow b attery condition by
changing the LED operation (Figure 3-9).

FIGURE 2-8: TYPICAL VOLTAGE TRIP 
POINTS

TABLE 2-3: VLOWSEL OPTIONS

TABLE 2-4: VLOW STATUS BIT

2.2.7 THE S2/RFEN/LC1 PIN

The S2/RFEN/LC1 pin may be used as a button input,
RF enable output or as an interface to the LF antenna.
Select between LC1 antenna interface and S2/RFEN
functionality with the button/transponder select (S2LC)
configuration option (Table 2-2).

2.2.7.1 S2 BUTTON INPUT CONSIDERATIONS

The S2/RFEN/LC1 pin de faults to L F antenna output
LC1 when the HCS412 is first connected to the supply
voltage (i.e., battery replacement). 

The configuration register controlling the pin’s function
is loa ded on  the first de vice acti vation af ter battery
replacement. A desired S2 input st ate is therefore
enabled only after the first activation of either S0, S1 or
LC0. T he transp onder bias circu itry switche s o ff a nd
the internal pull-down resistor is enabled when the S2/
RFEN/LC1 pin reaches button input configuration.

There will be an extra  delay the fi rst activation after
connecting to the supply voltage whi le the  HCS4 12
retrieves the  configu ration wo rd and  configu res the
pins accordingly.

OSCT3:0 Description

0111b Slowest Oscillator Setting (long TE)
+:

0011b
0010b
0001b

:
Slower (longer TE)

:
0000b Nominal Setting
1111b
1110b
1101b

:
Faster (shorter TE)

:
-:

1000b Fastest Oscillator Setting (short TE)

0.94

1.10

1.08

1.06

1.04

1.02

1.00

0.98

0.96

0.92

0.90
RFTE

RFTE

VDD LEGEND
= 2.0V
= 3.0V
= 6.0V

NORMALIZED

Temperature °C

-50 -40 -30 -20 -10 0 10 20 30 40 50 60 70 80 90

Note: Values are for calibrated oscillator.

RFTE

VLOWSEL
Nominal 

Trip 
Point

Description

0 2.2V for 3V battery applications
1 4.4V for 6V battery applications

VLOW Description

0 VDD is above selected trip voltage
1 VDD is below selected trip voltage

VLOWVolts (V)

-40 0 50 85

2.0

1.6
1.8

2.2
2.4
2.6

Temp (°C)

VLOW sel = 0

4.4

4.0
4.2

3.8

4.6
4.8
5.0

VLOW sel = 1

2.8

Nominal VLOW trip point
© 2011 Microchip Technology Inc. DS41099D-page 7



HCS412
2.2.7.2 TRANSPONDER INTERFACE

Connecting a n LC reso nant circuit be tween the LC 0
and the LC1 pins cre ates the bi-d irectional low fre-
quency communication path with the HCS412. 

The internal circuitry on the HCS412 provides the fol-
lowing functions:

• LF input amplifier and envelope detector to detect 
and shape the incoming low frequency excitation 
signal.

• 10V zener input protection from excessive 
antenna voltage generated when proximate to 
very strong magnetic fields.

• LF antenna clamping transistors for inductive 
responses back to the transponder reader. The 
antenna ends are shorted together, ‘clamped’, 
dissipating the oscillatory energy. The reader 
detects this as a momentary load on its excitation 
antenna.

• Damping circuitry that improves communication 
when using high-Q LC antenna circuits.

• Incoming LF energy rectification and regulation 

for the supply voltage in battery-less or low bat-
tery transponder instances.

During normal transponder operation, the LC1 pin func-
tions to bias the LC0 AGC amplifier input. The amplifier
gain control sets the optimum level of amplification in
respect to the incoming signal strength. The signal then
passes through an envelope detector before interpreta-
tion in the logic circuit.

2.2.7.3 RF ENABLE OUTPUT

When the  RF enable (RF EN) con figuration optio n is
enabled, the RFEN sig nal output is co ordinated with
the DATA output pin to provide typical ASK or FSK PLL
activation.

TABLE 2-1: RFEN OPTION 

TABLE 2-2: S2/RFEN/LC1 CONFIGURATION OPTION

3.0 ENCODER OPERATION
3.1 Encoder Activation

3.1.1 BUTTON ACTIVATION

The mai n wa y to en ter Encoder mode  is w hen the
wake-up circuit detects a button input activation; button
input transition from GND to VDD. The HCS412 control
logic wakes and delays a switch debounce time prior to
sampling the  button i nputs. Th e bu tton inp ut st ates,
cumulatively call ed the b utton st atus, de termine
whether the HCS412 transmits a code hopping or seed
transmission, Table 3-1.

Additional button activations added during a transmis-
sion wil l immedi ately R ESET the HCS412, perhaps
leaving the current code word incomplete. The device
will st art a new tran smission wh ich in cludes th e
updated button code value.

Buttons removed  durin g a transmission w ill h ave n o
effect unless no buttons remain activated. If no button
activations remain, the min imum number of compete
code words wi ll be completed (Section 3.4.1) and the
device will return to Standby mode.

3.1.2 PROXIMITY ACTIVATION

The other way to enter Encod er mode is if th e S2/LC
option is configured for LC operation and the wake-up
circuit detects a signal on the LC0 LF antenna input pin.
This form of activation is called Proximity activation as
a code hopping transmission would be initiated when
the device was proximate to a LF field.

Refer to Section 4.4 fo r det ails on configuring the
HCS412 for Proximity Activation.

RFEN Description

0 RF Enable output is disabled.

1 RF Enable output is enabled.

S2LC Resulting S2/RFEN/LC1 Configuration

0 • LC1 low frequency antenna output driver for inductive responses and LC bias.

Note: LC0 low frequency antenna input is also enabled.

1

• S2 button input pin with Schmitt Trigger detector and internal pull-down resistor.
• RFEN output driver.

Note: LC0 and LC1 low frequency antenna interfaces are disabled and the transponder circuitry is 
switched off to reduce standby current.
DS41099D-page 8 © 2011 Microchip Technology Inc.



HCS412
TABLE 3-1: ENCODER MODE ACTIVATION

3.2 Transmitted Code Word
The HCS412 transmits a 69-bit code word in response
to a button or proxi mity acti vation (Fi gure 3-1). Ea ch
code word co ntains a 50% d uty cycl e prea mble,
header, 32 bits of encrypted data and 37 bits of fixed
code data fo llowed by a g uard period before another
code word can begin. 

The 32 bits of Encrypted Data include 4 button bits, 2
counter overflow bits, 10 discrimination bits and the 16-
bit synchronization counter value (Figure 3-2).

The content of the 37 bits of Fixed Code Data varies
with the exten ded serial nu mber (XSER) op tion
(Figure 3-2).

• If the extended serial number option is disabled 
(XSER = 0), the 37 bits include 5 status bits, 4 
button status bits and the 28-bit serial number.

• If the extended serial number option is enabled 
(XSER = 1), the 37 bits include 5 status bits and 
the 32-bit serial number.

FIGURE 3-1: CODE WORD FORMAT

4-Bit Button Status
SEED TMPSD Resulting TransmissionLC0

(Note 1) S2 S1 S0

X 0 0 1 X X Code hopping transmission
X 0 1 0 X X Code hopping transmission
X 0 1 1 0 0 Code hopping transmission

01
Code hopping code words until time = TDSD, then seed code words.
SEED transmissions temporarily enabled until the 7lsb’s of the synchro-
nization counter wrap 7Fh to 00h. Then only code hopping code words.

1 0 Code hopping code words until time = TDSD, then seed code words.
1 1 Code hopping transmission (2 key IFF enabled)

X 1 0 1 X X Code hopping transmission
X 1 0 0 X X Code hopping transmission
X 1 1 0 X X Code hopping transmission
X 1 1 1 0 0 Code hopping transmission

01 Limited SEED transmissions - temporarily enabled until the 7lsb’s of the 
synchronization counter wrap 7Fh to 00h.

1 0 SEED transmission
1 1 Code hopping transmission (2 key IFF enabled)

1 0 0 0 X X Proximity activated code hopping transmission.
Note 1: The transmitted button status will reflect the state of the LC0 input when the button inputs are sampled.

Preamble Header
Encrypted Portion
 of Transmission

Fixed Portion of
Transmission

 

Guard
 Time

TP TH THOP TFIX TG

50% Duty Cycle
© 2011 Microchip Technology Inc. DS41099D-page 9



HCS412
FIGURE 3-2: CODE WORD ORGANIZATION

3.2.1 QUEUE COUNTER (QUE)

The QUE coun ter can be used to reque st secondary
decoder functions using only a single transmitter but-
ton. Typically a de coder must keep track of incoming
transmissions to determine when a double button press
occurs, perhaps an unlock all doors request. The QUE
counter removes th is burden from the de coder by
counting multiple button presses.

The 2-bi t QUE coun ter i s incremented  each time a n
active bu tton inp ut is relea sed for a t l east th e
Debounce T ime (T DBR), then rea ctivated (butto n
pressed aga in) withi n the Queu e T ime (T QUE). The

counter incremen ts up from 0  to  a maximum of 3,
returning to 0 only after a different button activation or
after button activations spaced greater than the Queue
Time (TQUE) apart.

The current transmission aborts, after completing the
minimum number of code words (Section 3.4.1), when
the active button input is released. A button re-activa-
tion wi thin Qu eue Time (T QUE) then initia tes a  new
transmission (new synchronization counter, encrypted
data) using the updated QUE value.

Figure 3-3 shows the timing diagram to increment the
queue counter value.

FIGURE 3-3: QUE COUNTER TIMING DIAGRAM

VLOW
1-Bit

Fixed Code Portion (37 Bits)

QUE
2 Bits

CRC
2 Bits VLOW

1-Bit
SER 1

Most Sig 16 Bits
SER 0

Least Sig 16 Bits
BUT
4 Bits

Counter
Overflow

2 Bits
DISCRIM

10 Bits

Synchronization

16 Bits
Counter

15 0

S2 S1 S0 LC0 OVR1 OVR0

Hopping Code Portion Message (32 Bits)

Q1 Q0 C1 C0

MSb LSb

69 Data bits
Transmitted LSb first.

32-bit Serial Number (XSER = 1)

Fixed Code Portion (37 Bits)

QUE
2 Bits

CRC
2 Bits BUT

4 Bits

S2 S1 S0 LC0

SER 0
Least Sig16 Bits

BUT
4 Bits

Counter
Overflow

2 Bits
DISCRIM

10 Bits

Synchronization

16 Bits
Counter

15 0

S2 S1 S0 LC0 OVR1 OVR0

Hopping Code Portion Message (32 Bits)

Q1 Q0 C1 C0

MSb LSb

69 Data bits
Transmitted LSb first.

SER 1
12 MSb’s

28-bit Serial Number (XSER = 0)

Shaded data included in CRC calculation

Input
Sx

Code Words
Transmitted

1st Button Press All Buttons Released 2nd Button Press

QUE1:0 = 002
Synch CNT = X

QUE1:0 = 012
Synch CNT = X+1

t2 = 0

t1 > TDBPt1 = 0

TDBR < t < TQUE
DS41099D-page 10 © 2011 Microchip Technology Inc.
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3.2.2 CYCLE REDUNDANCY CHECK (CRC)

The CRC bits may be used to check the received data
integrity, bu t it is no t recommended wh en o perating
near the low voltage trip point, see Note below. 

The CRC is calculated on the 65 previously transmitted
bits (Figure 3-2), detecting all single bit and 66% of all
double bit errors.

EQUATION 3-1: CRC CALCULATION

3.2.3 LOW VOLTAGE DETECTOR STATUS 
(VLOW)

The low volt age detector result is included in every
transmitted code word.

The HCS41 2 sa mples the vol tage detector outpu t at
the onset of a transmission and just before the VLOW
bit is transmitted in each code word. The first sample is
used in the CRC calculation and the subsequent sam-
ples determine what VLOW value will be transmitted.

The transmitted VLOW status will be a ‘0’ as long as
VDD remains above the selected low voltage trip point.
VLOW wi ll cha nge to  a ‘ 1’ i f V DD drops b elow th e
selected low voltage trip point.

TABLE 3-2: LOW VOLTAGE STATUS BIT

TABLE 3-3: LOW VOLTAGE TRIP POINT 
SELECTION OPTIONS

3.2.4 COUNTER OVERFLOW BITS (OVR1, 
OVR0)

The Counter Overflow Bits may be utilized to increase
the synchron ization counter range  from th e nomin al
65,535 to 131,070 or 196,605. 

The bits must be programmed during production as ‘1’s
to be ut ilized. OVR0 is cleared the f irst time the syn-
chronization counter wrap s from FF FFh to 00 00h.
OVR1 is cleared the second time the synchronization
counter wraps to zero. The two bits remain at ‘0’ after
all subsequent counter wraps.

3.2.5 EXTENDED SERIAL NUMBER (XSER)

The Exte nded Serial  Number o ption d etermines
whether the serial number is 28 or 32 bits. 

When configured for a 28-bit serial number, the most
significant nibble of the 32 bits reserved for the serial
number is replaced with a copy of the 4-bit button sta-
tus, Figure 3-2.

3.2.6 DISCRIMINATION VALUE (DISC)

The Discrimin ation Value is a 10-bit fixed val ue typi-
cally used by the d ecoder in a post-decryption check.
It may be any value, but in a typical system it wil l be
programmed as the  10 Least Significant bit s of th e
serial number.

The discrimination bits are part of the information that
form the en crypted portion  of the transmission
(Figure 3-2). After the receiver has decrypted a trans-
mission, the  discrimination bits a re checked a gainst
the receiver’s stored value to verify that the decryption
process was valid. If the discrimination value was pro-
grammed equa l to the 10 LSb’ s of th e seria l number
then it may merely be compared to the respective bits
of the received se rial number.

3.2.7 SEED CODE WORD DATA FORMAT

The Seed Code Word transmission allows for what is
known as a secure learning function, increasing a sys-
tem’s security.

The seed code word also consists of 69 bits, but the 32
bits of code hopping data and the 28 bits of fixed data
are replaced b y a 60 -bit see d valu e that wa s sto red
during prod uction (Fi gure 3-4). In stead of using the
normal key g eneration inputs to create the crypt key,
this seed value is used.

Seed transmissions are either: 

• permanently enabled
• permanently disabled
• temporarily enabled (limited) until the 7 Least Sig-

nificant bits of the synchronization counter wrap 
from 7Fh to 00h. 

The Seed Enable (SEED) and Temporary Seed Enable
(TMPSD) configu ration optio ns control th e fun ction
(Table 3-4).

Note: The CRC may be wrong  when the operat-
ing voltage is near VLOW trip point. VLOW is
sampled twice each transmission, once for
the CRC calculation (DATA output is LOW)
and once when the VLOW bit is transmitted
(DATA output is HIGH). VDD varying slightly
during a transmission could lead to a differ-
ent VLOW status transmitted than that used
in the CRC calculation.
Work a round:  If the CRC  is in correct,
recalculate for the opposite value of VLOW.

VLOW Description

0 VDD is above trip voltage (VLOWSEL)
1 VDD is below trip voltage (VLOWSEL)

VLOWSEL
Nominal 

Trip 
Point

Description

0 2.2V for 3V battery applications
1 4.4V for 6V battery applications

CRC 1[] n1+ CRC 0[] n Din⊕=

CRC 0[] n1+ CRC 0[] n Din⊕() CRC 1[] n⊕=

CRC 1 0,[] 0 0=

and

with

and Din the nth transmission bit 0 ≤ n ≤ 64
© 2011 Microchip Technology Inc. DS41099D-page 11
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FIGURE 3-4: SEED CODE WORD DATA FORMAT

TABLE 3-4: SEED TRANSMISSION OPTIONS

3.3 Transmission Data Modulation

The d ata mod ulation format i s selectable between
Pulse Width Modulation (PWM) and Manchester using
the Data Modulation (MOD) configuration option.

Regardless of the modulation format, each code word
contains a leading 50% duty cycle preamble and a syn-
chronization header to wa ke the receiver and provide
synchronization e vents for the re ceive rou tine. Ea ch
code word also contains a trailing guard time, separat-
ing code words. Manchester encoding further includes
a leading and closing ‘1’ around each 69-bit data block.

The same code word repeats as long as the same input
pins remain active, until a time-out occurs or a delayed
seed transmission is activated.

The mo dulated da ta timing is typica lly re ferred to in
multiples of  a Bas ic Timing Element (RFTE). ‘RF’ TE
because the DATA pin output is typically sent through a
RF transmitter to the decoder or transponder reader.

RFTE may b e selected using the T ransmission Baud
Rate (RFBSL) configuration option (Table 3-6).

TABLE 3-5: TRANSMISSION 
MODULATION TIMING

* Ena bling lon g preambl es extends the first code
word’s preamble to TLPRE milliseconds.

TABLE 3-6: BAUD RATE SELECTION (RFBSL)

SEED TMPSD Description

0 0 SEED transmissions permanently disabled

0 1 Limited SEED transmissions (Note 1) - temporarily enabled until the
7 LSb’s of the synchronization counter wrap from 7Fh to 00h

1 0 SEED transmissions permanently enabled (Note 1)

1 1 SEED transmissions permanently disabled (2 key IFF enabled)

Note 1: Refer to Table 3-1 for appropriate button activation of SEED transmissions.

QUE
2 Bits

CRC
2 Bits VLOW

1-Bit
BUT
4 Bits

SDVAL3
12 Most Sig Bits

S2 S1 S0 LC0

Note: SEED transmissions only allowed when appropriate configuration bits are set.

SDVAL2
16 Bits

SDVAL1
16 Bits

SDVAL0
16 Least Sig Bits

Q1 Q0 C1 C0

LSb

69 Data bits
Transmitted

LSb first.

MSb

Shaded data included in CRC calculation

Period PWM Manchester Units

Preamble 31* 31* RFTE

Header 10 4 RFTE

Data 207 142 RFTE

Guard 46 31 RFTE

RFBSL1:0 CWBE PWM RFTE Manchester RFTE Transmit...

00b X 400 μs 800 μs All code words
01b 0 200 μs 400 μs All code words

1 200 μs 400 μs Every other code word
10b 0 100 μs 200 μs All code words

1 100 μs 200 μs Every other code word
11b 0 100 μs 200 μs All code word

1 100 μs 200 μs Every fourth code word
DS41099D-page 12 © 2011 Microchip Technology Inc.
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FIGURE 3-5: PWM TRANSMISSION FORMAT—MOD = 0

FIGURE 3-6: MANCHESTER TRANSMISSION FORMAT—MOD = 1

3.4 Encoder Special Features

3.4.1 CODE WORD COMPLETION AND 
MINIMUM CODE WORDS

The code word completion feature ensures that entire
code words are transmitted, even if the active button is
released b efore the cod e word transmissio n is com-
plete. If the button is held down beyond the time for one
code word, multiple complete code words will result.

The device defau lt is that  a momen tary bu tton press
will transmit a t least one complete code word. Enable
the Minimum Four Code Words (MTX4) configuration
option to extend this feature such that a minimum of 4
code words are completed on a momentary button acti-
vation.

3.4.2 AUTO-SHUTOFF

The Auto-shutoff function prevents battery drain should
a button get stuck fo r a lon g period of time. T he time
period (TTO) is approximately 20 seconds, after which
the device will enter Time-out mode. 

The device will stop transmitting in Time-out mode but
there will be leakage a cross the stuck b utton inp ut’s
internal pull-down resistor. The current draw will there-
fore be higher than when in Standby mode.

3.4.3 CODE WORD BLANKING ENABLE 

Federal Communications Commission (FCC ) part 15
rules specify the limits on wo rst case a verage funda-
mental power and harmonics that can be transmitted in
a 100 ms window. For FCC approval purposes, it may
therefore be advan tageous to  minimize the transmis-
sion duty cycle. This can be achieved by minimizing the
on-time of the individual bits as well as by blanking out
consecutive code words. 

TOTAL TRANSMISSION: Preamble Sync Encrypt Fixed Guard
1 CODE WORD 

Preamble Sync Encrypt

LOGIC "1"

Guard
Time

31 RFTE Preamble, 50% Duty Cycle Encrypted
Portion

Fixed Code 
  Portion

LOGIC "0"

10TE
Header

TE TE TE

CODE WORD

Long Preamble (LPRE) disabled

TOTAL TRANSMISSION: Sync Encrypt Fixed Guard

1 CODE WORD 
Preamble Sync EncryptPreamble

CODE WORD

Guard50% Duty Header Encrypted Fixed Code

START bit
STOP bit

TimePortion Portion

 bit 0 bit 1 bit 2

LOGIC "0"

LOGIC "1"

TE TE

Preamble
© 2011 Microchip Technology Inc. DS41099D-page 13



HCS412
The Code Word Blanking Enable (CWBE) option may
be used to reduce the average power of a transmission
by transmitting only every second or every fourth code
word ( Figure 3-7). T his se lectable feature is
determined in conjunction with the baud rate selection
bit RFBSL (Table 3-7).

Enabling the CWBE option may similarly allow the user
to transmit a higher amplitude transmission as the time
averaged power is red uced. CWBE effectively halves
the RF on-time for a given transmission so the RF out-
put power could theoretically be doubled while main-
taining the same time averaged output power.

FIGURE 3-7: CODE WORD BLANKING

TABLE 3-7: CODE WORD BLANKING ENABLE (CWBE)

3.4.4 DELAYED INCREMENT (DINC)

The H CS412’s D elayed Increme nt feature advances
the synchronization counter by 12 a period of TTO after
the encoder activation occurs, for ad ditional security.
The next activation will show a synchronization counter
increase of 13, not 1.

If the active button is released before the time-out TTO
has elapsed, the device stops transmitting but remains
powered for the du ration of the time-out pe riod. Th e
device w ill then a dvance the  stored  synch ronization
counter by 12 before powering down. 

If the active button is released before the time-out TTO
has elapsed and another activation occurs while wait-
ing out the time-ou t pe riod, the time-ou t co unter wil l
RESET and the resulting transmission will contain syn-
chronization counter value +1.

3.4.5 PLL INTERFACE

If the RFEN/S2/LC1 pin is configured as an RF enable
output, the pin’s behavior is coordinated with the DATA
pin to enable a typical PLL’s ASK or FSK mode. 

The PLL Interface (AFSK) configuration option controls
the output as shown in Figure 3-8.

TABLE 3-8: PLL INTERFACE(AFSK) 

3.4.6 LED OUTPUT

During normal operation (good battery), while transmit-
ting data the device’s LED pin will periodically be driven
low as indicated in Figure 3-9. 

If the supply voltage drops below the trip point specified
by VLDWSEL, the LED pin will be driven low only once
for a longer period of time.

3.4.7 LONG PREAMBLE (LPRE)

Enabling th e Lon g Preamble  configu ration op tion
extends the first code word’s 50% duty cycle preamble
to a ‘long’ preamble time TLPRE. The longer preamble
will be  a squ are wa ve at the selected RFTE
(Figure 3-10).

RFBSL1:0 CWBE PWM RFTE Manchester RFTE Transmit...

00b X 400 μs 800 μs All code words
01b 0 200 μs 400 μs All code words

1 200 μs 400 μs Every other code word
10b 0 100 μs 200 μs All code words

1 100 μs 200 μs Every other code word
11b 0 100 μs 200 μs All code word

1 100 μs 200 μs Every fourth code word

CWBE Disabled
(All words transmitted)

CWBE Enabled
(1 out of 2 transmitted)

A

2A

RF Output Amplitude = A

CWBE Enabled
(1 out of 4 transmitted) 4A

Code
Word

Code
Word

Code
Word

Code
Word

Code
Word

Code
Word

Code
Word

Code
Word

Code
Word

Code
Word

Code
Word

Code
Word

Code
Word

Code
Word

Note: If delayed increment is enabled, the QUE
counter will not reset to 0 until timeout TTO

has elapsed.

AFSK Description

0 ASK PLL Setup
1 FSK PLL Setup
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FIGURE 3-8: RF ENABLE/ASK/FSK OPTIONS

FIGURE 3-9: LED OPERATION

FIGURE 3-10: LONG PREAMBLE ENABLED (LPRE)

SWITCH

S2/RFEN/LC1

DATA

S2/RFEN/LC1

DATA

TLEDON

AFSK = 0, RFEN = 1

SWITCH

AFSK = 1, RFEN = 0

TTD

Code Word Code Word Code Word

Code Word Code Word Code Word

SWITCH

LED

DATA

LED

NORMAL OPERATION

SWITCH

LOW VOLTAGE OPERATION
TLEDON TLEDOFF

DATA

TLEDL

Code Word Code Word Code Word

Code Word Code Word Code Word

 TLPRE

First Code Word

First Code Word
- Long Preamble

Second Code Word
- Normal Preamble

Third Code Word
- Normal Preamble

Consecutive Code Words

Header
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3.4.8 QLVS FEATURES

Setting th e HCS412’s special QL VS (‘Quick Secure
Learning’) co nfiguration option e nables the  foll owing
options:

• Reduces the time (TDSD) before a delayed seed 
transmission begins.

• Disables DATA modulation when the LED pin is 
driven low (Figure 3-11).
- If the PLL Interface option is set to ASK, the 

DATA pin will go low while the LED pin is low.
- If the PLL Interface option is set to FSK, the 

DATA pin will go high and the RFEN output 
will go low while the LED pin is low. If the bat-
tery is low, the HCS412 transmits only until 
the LED goes on.

• If the Temporary Seed (TMPSD) option is 
enabled, seed transmission capability can be dis-
abled by applying the button sequence shown in 
Figure 3-12

FIGURE 3-11: LED, DATA, RFEN INTERACTION WHEN QLVS IS SET

FIGURE 3-12: SEED DISABLE WAVEFORM

SWITCH

LED

DATA

S2/RFEN/LC1

DATA

S2/RFEN/LC1

TLEDONTTD

AFSK = 1 (FSK)

AFSK = 0 (ASK)

QLVS = 1, RFEN = 1

S0, S1
1200 ms

50 ms

50 ms
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TABLE 3-9: ENCODER TIMING SPECIFICATIONS

VDD = +2.0 to 6.6V
Commercial (C):TAMB = 0° C to +70° C
Industrial (I): TAMB = -40° C to +85° C 

Parameter Symbol Min. Typ. Max. Unit Remarks

Time to second button press TBP 44 + Code 
Word Time

58 + Code 
Word Time

63 + Code 
Word Time

ms Note 1

Transmit delay from button detect TTD 20 30 40 ms Note 2

Debounce delay on button press TDBP 14 20 26 ms
Debounce delay on button release TDBR 20 ms
Auto-shutoff time-out period TTO 18 20 22 s Note 3

Long preamble TLPRE 64 ms
LED on time TLEDON 32 ms Note 4

LED off time TLEDOFF 480 ms Note 4

LED on time (VDD < VLOW Trip Point) TLEDL 200 ms Note 5

Time to delayed SEED 
transmission

TDSD 3s

Queue Time TQUE 30 ms
Note 1: TBP is the time in which a second button can be pressed without completion of the first code word where the 

intention was to press the combination of buttons.
2: Transmit delay maximum value, if the previous transmission was successfully transmitted.
3: The auto-shutoff time-out period is not tested.
4: The LED times specified for VDD > VTRIP specified by VLOW in the configuration word.
5: LED on time if VDD < VTRIP specified by VLOW in the configuration word.
© 2011 Microchip Technology Inc. DS41099D-page 17
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4.0 TRANSPONDER OPERATION
4.1 IFF Mode

The HCS412’s IFF Mode allows it to function as a bi-
directional token or transponder. IFF mode capabilities
include the following.

• A bi-directional challenge and response sequence 
for IFF validation. HCS412 IFF responses may be 
directed to use one of two available encryption 
algorithms and one of two available crypt keys.

• Read selected EEPROM areas.
• Write selected EEPROM areas.
• Request a code hopping transmission.
• Proximity Activation of a code hopping transmis-

sion.

4.2 IFF Communication

The transponder reader initiates each communication
by turning on the l ow frequency field, then waits for a
HCS412 to Acknowledge the field. 

The HCS412 enters IFF mode upon detecting a signal
on the L C0 LF antenna input pin. Once the incoming
signal has remained high for at least the power-up time
TPU, th e device respo nds with a field  Acknowledge
sequence indicating tha t the it ha s detected the LF
field, is in IFF Mode and is ready to receive commands
(Figure 4-1). The HCS412 will repeat the field Acknowl-
edge sequence every 255 LFTE‘s i f the field remains
but no command is received (Figure 4-1).

The tra nsponder rea der follo ws th e HCS41 2’s fiel d
Acknowledge by send ing the  desired 5-bi t co mmand
and associa ted dat a. LF  comma nds a re alwa ys pre-
ceded by a 2 LF TE low ST ART pulse a nd are Pul se
Position Modulated (PPM) as shown in Figure 4-2. The
last command or data bit should be followed by leaving
the field on for a minimum of 6 LFTE.

HCS412 PPM d ata respo nses are p receded b y a 1
LFTE low pulse, followed by a 01b preamble before the
data begins (Figure 4-4). The responses are sent either
on the LC antenna output alone or on both the LC out-
put and the DATA pin, depending on the device config-
uration (Section 4.4.2). This allows for sho rt-range LF
responses as well as long-range RF responses.

Data to and from the HCS412 is always sent Least Sig-
nificant bit first. The data length and modulation format
vary according to the co mmand and the transmissio n
path. 

Data Length and Commands:

• Read and Write transfers 16 bits of data.
• Challenge and Response transfers 32 bits of data.

Modulation Format and Transmission Path:

• LF responses on the LC output are Pulse Position 
Modulated (PPM) according to Figure 4-2.

• RF responses on the DATA pin modulate accord-
ing to standard encoder transmissions 
(Figure 3-5, Figure 3-6).

Communication with th e HCS412 over th e low fre-
quency path (LC pin s) uses a ba sic Timing Element,
LFTE. The Low Freq uency Baud Rate Select option,
LFBSL, se ts LFTE to eithe r 100 μs or  20 0 μs
(Table 4-1).

The re sponse on the DA TA pin uses th e Encoder
mode’s RF Timing Element (RFTE) and the modulation
format set by the MOD configuration option (Table 3-6).
The RF responses use the standard Encoder mode for-
mat with the  32-b it hopping portion  repl aced by the
response data (Figure 4-19). If the response is only 16
bits, the 32 bits will contain 2 copie s of the respo nse
(Figure 4-16).

TABLE 4-1: LOW FREQUENCY BAUD 
RATE SELECT BITS

4.2.1 CALCULATING COMMUNICATION TE

The HCS412 ’s interna l oscilla tor will vary ±10% over
the device ’s rate d vo ltage an d temperature range.
When the oscillator varies, both its transmitted TE and
expected TE when receiving will vary. 

Communication reli ability with th e token may be
improved by calculating the HCS412’s TE from the field
Acknowledge sequence and using this measured time
element in communication to and in reception routines
from the token.

Always begin and end the time measurement on rising
edges. Whether LF or RF, the falling edge decay rates
may va ry but the  rising  ed ge relationships should
remain consi stent. A co mmon T E calculation me thod
would b e to time an  8 T E seque nce, then divide the
value down to determine the single TE value. An 8 TE
measurement wil l gi ve go od resolution an d may be
easily right-shifted (divide by 2) three times for the math
portion of the calculation (Figure 4-1).

Accurately measuring TE is important for communicat-
ing to an HCS412 as well as for inductive programming
a device. The configuration word sent during program-
ming contains th e 4-bit oscilla tor tuning value. Accu-
rately determining T E allo ws the p rogrammer to
calculate the correct oscillator tuning bits to place in the
configuration word, whether the device oscillator needs
to be sped up or slowed down to meet its desired TE.

LFBSL LFTE

0 200 μs
1 100 μs
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FIGURE 4-1: FIELD ACKNOWLEDGE SEQUENCE

FIGURE 4-2: LC PIN PULSE POSITION MODULATION (PPM)

3LFTE 
TPU

3LFTE 3LFTE 2LFTE 

Command
TATO

Communication from reader to HCS412

Filed ACK Sequence from HCS412 to reader

8LFTE 

Inductive
Comms

RF 
Comms

8LFTE 
 (DATA)

(LC) 

RF 
Comms

 (DATA)

Field Ack sequence repeats every 255 LFTE if no command is received.

255LFTE 255LFTE 
(LC) 

Inductive
Comms

0 1

0 1

Start or
previous

bit

Transponder reader communication to the HCS412

HCS412 response back to the reader

2 LFTE2 LFTE 4 LFTE 2 LFTE

2 LFTE LFTELFTELFTEStart or
previous

bit

Extending the high time
is acceptable but the low
time should minimally
be 1 LFTE.TBITC

TBITC

TBITR
TBITR

The HCS412 determines
bit values from rising edge
to rising edge times.
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4.3 IFF Commands

TABLE 4-2: LIST OF AVAILABLE IFF COMMANDS

Opcode Command

Anticollision Command
(Section 4.3.1)

00000 Select HCS412, used if Anticollision enabled 
Read Commands 
(Section 4.3.2)

00001 Read configuration word
00010 Read low serial number (least significant 16 bits)
00011 Read high serial number (most significant 16 bits)
00100 Read user EEPROM 0
00101 Read user EEPROM 1
00110 Read user EEPROM 2
00111 Read user EEPROM 3

Program Command
(Section 4.3.5)

01000 Program HCS412 EEPROM 
Write Commands
(Section 4.3.3)

01001 Write configuration word
01010 Write low serial number (least significant 16 bits)
01011 Write high serial number (most significant 16 bits)
01100 Write user EEPROM 0
01101 Write user EEPROM 1
01110 Write user EEPROM 2
01111 Write user EEPROM 3

Challenge and Response Commands
(Section 4.3.6)

10000 Challenge and Response using key-1 and IFF algorithm
10001 Challenge and Response using key-1 and HOP algorithm
10100 Challenge and Response using key-2 and IFF algorithm
10101 Challenge and Response using key-2 and HOP algorithm

Request Hopping Code Command
(Section 4.3.7)

11000 Request Hopping Code transmission
Default IFF Command
(Section 4.3.8)

11100 Enable default IFF communication
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4.3.1 ANTICOLLISION

Multiple tokens in the same inductive field will simulta-
neously respo nd to ind uctive commands. Th e
responses will  colli de makin g token a uthentication
impossible. Enabling anticollision allows addressing of
an individual token, regardless how many tokens are in
the field.

The HCS412 method is tha t all  tokens tra ined to a
given vehicle will have the same 25 MSb’s of their serial
number. The serial numbers of up to 8 tokens trained to
access a given vehicle wi ll d iffer only in the  3 L Sb’s.
Think of the 25 MSb’s of the HCS412's serial number
as the vehicle ID and the 3 LSb’s as the token ID. The
vehicle ID associa tes the  to ken wi th a  given  vehi cle
and the token ID makes it a uniq uely ad dressable
(selectable) 1 of 8 possible tokens authorized to access
the vehicle.

The transponder reader addresses an individual token,
HCS412, by sending a ‘SELECT ENCODER’ command.
The command is followed by from 1 to 25 bi ts of the
HCS412's serial number, starting with bit 3 (Least Sig-
nificant bit first) (Figure 4-3). 

Clocking out ‘1’s then increments the 3 LSb’s, the first
‘1’ se tting the bits to 000b. When the val ue matches
the 3 LSb’ s of a token, the to ken respon ds with an
Encoder Se lect Ackn owledge. Th e reade r must halt
clocking o ut fu rther ‘1’ s or risk selecting multip le
tokens. Any remaining toke ns in  th e fie ld w ill be
unselected, responding only if a new device selection
sequence selects the m. Removing the field wil l a lso
RESET a selected/unselecte d st ate if r emoved long
enough to result in a device RESET.

The ability to isolate a single HCS412 for communica-
tion greatly depends on the number of Most Significant
serial nu mber bi ts i ncluded in the  devi ce sele ction
sequence. The more serial number bits sent, the more
narrow the device selection. All bits not transmitted are
treated as wildcards. Sending only 1 bit, bit 3 a s a ‘0’,
will on ly narrow  th e nu mber of tokens a llowed to
respond to all with bit 3 equal to ‘0’. When the transpon-
der reader sends the full 25 MSb’s of the serial number,
it narrow s all p ossible to kens do wn to on ly th ose
trained to the vehicle - only those tokens whose serial
number’s 25 MSb’s match. 

TABLE 4-3: DEVICE SELECT COMMAND

FIGURE 4-3: ANTICOLLISION - DEVICE SELECTION

Command Description Expected data In Response

00000 Select HCS412, used if Anticolli-
sion enabled 

The desired HCS412’s serial 
number

Encoder select Acknowledge if 
serial number match

1 to 25 bits of the
Serial Number,

Encoder
Select
ACK

0 0 0 00

Inductive
Comms

RF
Comms

TESACommand

‘1
’

‘1
’

TOTD

Start
2 LFTE

Activate
Field ACK

Delay to
Command Command

Delay to
Serial

Most Sig X Bits
3 LSb’s

Clock Serial
of Serial Number Delay ACK

B
it 

27
B

it 
26

B
it 

25
B

it 
24

B
it 

23
B

it 
22

B
it 

21
B

it 
20

B
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4.3.2 READ

The transponder reader sends one of seven possible
read commands indicating which 16-bit EEPROM word
to retrieve (Table 4-4). The HCS412 retrieves the data
and returns the 16-bit response. 

Each R ead respon se i s preceded by a 1LFTE lo w
START pulse and ‘01b’ preamble (Figure 4-4).

The following locations are available to read:

• The 64-bit general purpose user EEPROM. 
(USER[3:0]).

• The 32-bit serial number (SER[1:0]). The serial 
number is also transmitted in each code hopping 
transmission.

• The16-bit Configuration word containing all non-
security related options.

FIGURE 4-4: READ 

4.3.3 WRITE

The transponder reader sends one of seven possible
write command s (T able 4-5) indi cating w hich 1 6-bit
EEPROM word to write to. The 16-bit data to be written
follows the command. The HCS412 will attempt to write
the value into EEPROM and respond with an Acknowl-
edge sequence if successful.

The following locations are available to write:

• The 64-bit general purpose user EEPROM. 
(USER[3:0]) (Figure 4-6).

• The 32-bit serial number (SER[1:0]). The serial 
number is also transmitted in each code hopping 
transmission (Figure 4-5).

• The16-bit Configuration word containing all non-
security related configuration options. If the con-
figuration is written, the device must be RESET 
before the new settings take effect (Figure 4-5).

A Transport Code, write access password, protects the
serial number and configuration word from u ndesired
modification. For these locations the reader must follow
the WRITE command with the appropriate 28-bit trans-
port code, then the 16 bits of data to write. Only a cor-
rect match with the transport code programmed during
production will allow write access to the serial number
and configuration word (Figure 4-5).

The delay to a successful write Acknowledge will vary
depending on the number of bits changed.

TABLE 4-4: LIST OF READ COMMANDS

Command Description Expected data In Response

00001 Read Configuration word None 16-bit Configuration word
00010 Read low serial number None Lower 16 bits of serial number (SER0)
00011 Read high serial number None Higher 16 bits of serial number (SER1)
00100 Read user EEPROM 0 None 16 Bits of User EEPROM USR0
00101 Read user EEPROM 1 None 16 Bits of User EEPROM USR1
00110 Read user EEPROM 2 None 16 Bits of User EEPROM USR2
00111 Read user EEPROM 3 None 16 Bits of User EEPROM USR3

16-bit

Start

TRT

0 1

2 LFTE

01b Preamble

Command
Response

Communication from reader to HCS412

Communication from HCS412 to reader

bi
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DS41099D-page 22 © 2011 Microchip Technology Inc.



HCS412
TABLE 4-5: LIST OF WRITE COMMANDS

FIGURE 4-5: WRITE TO SERIAL NUMBER OR CONFIGURATION

FIGURE 4-6: WRITE TO USER AREA

Command Description Expected data In Response if Write is Successful

01001 Write Configuration word 28-bit Transport code; 16-Bit
configuration word 

Write Acknowledge pulse

01010 Write low serial number 28-bit Transport code; Least Significant 
16 bits of the serial number (SER0)

Write Acknowledge pulse

01011 Write high serial number 28-bit Transport code; Most Significant 
16 bits of the serial number (SER1)

Write Acknowledge pulse

01100 Write user EEPROM 0 16 Bit User EEPROM USR0 Write Acknowledge pulse
01101 Write user EEPROM 1 16 Bit User EEPROM USR1 Write Acknowledge pulse
01110 Write user EEPROM 2 16 Bit User EEPROM USR2 Write Acknowledge pulse
01111 Write user EEPROM 3 16 Bit User EEPROM USR3 Write Acknowledge pulse
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Delay to
Command Command

Delay to
TCODE Transport Write ACK

Delay before Write
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28-bit Delay to
DataCode 

16 bits Data
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4.3.4 BULK ERASE

A Bulk Erase resets the HCS412’s memory map to all
zeros. The transponder reader selects the appropriate
device th rough anticol lision, as nee d be, issu es th e
PROGRAM comma nd follo wed by the de vice’s 28-bit
transport code, then resets the device by removing the
field for 100 ms. 

Resetting th e devi ce af ter the PROGRAM co mmand
results in a bulk erase, resetting the EEPROM memory
map to all zeros. This is important to remember as the
reader must now communicate to the device using the
communication options resulting from a zero’d configu-
ration word  - b aud rates, modu lation format, etc.
(Table 5-1).

FIGURE 4-7: BULK ERASE

4.3.5 PROGRAM

Inductive programming a HCS412 begins with a bulk
erase seque nce (Se ction 4.3.4), fol lowed by issuin g
the PROGRAM command  an d the  de sired EEPROM
memory map’ s 18x16-bit words (Sec tion 5.0). The
HCS412 will send a write Acknowledge after each word
has been successfully written, indicating the device is
ready to receive the next 16-bit word.

After a complete 18 word memory map has been
received and written, the HCS412 PPM modulates 18
bursts of 16-bit words on the LC pins for write verifica-

tion. Each word follows the standard HCS412 response
format with a leading 1LFTE low START pulse and ‘01b’
preamble (Figure 4-10).

Since the bulk erase resets the configuration options to
all zeros, the oscillator tuning value will also be cleared.
The correct tuning value is required when the program-
ming sequence sends the new configuration word. The
value may either be obtained by reading the configura-
tion word prior to bulk erase to extract the value or by
determining TE from the fiel d Acknowledge sequence
and ca lculating the  tuni ng value a ppropriately
(Section 4.2.1).

TABLE 4-6: PROGRAM COMMANDS

FIGURE 4-8: PROGRAM SEQUENCE - FIRST WORD
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01000 Program HCS412 EEPROM Transport code (28 bits); Com-
plete memory map: 18 x 16-bit 

words (288 bits)
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each 16-bit word, 288 bits trans-
mitted in 18 bursts of 16-bit words
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TCODE Transport Write ACK
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FIGURE 4-9: PROGRAM SEQUENCE - CONSECUTIVE WORDS

FIGURE 4-10: PROGRAMMING - VERIFICATION

4.3.6 IFF CHALLENGE AND RESPONSE

The transponder reader sends one of four possible IFF
commands indicating which crypt key and which algo-
rithm to use to encrypt the challenge (Table 4-7). 

The command is followed by the 32-bit challenge, typi-
cally a ran dom numbe r. The HCS412 en crypts th e
challenge using the designated crypt key and algorithm
and respon ds wi th the 32 -bit encrypted  result. Th e
reader authenticates the respo nse by comp aring it to
the expected value.

The second crypt key and t he seed value occupy the
same EEPROM storage area. To use the second crypt
key for IFF, the Seed Enable (SEED) and the Tempo-
rary Seed Enable (TMPSD) configuration options must
be disabled.

TABLE 4-7: CHALLENGE AND RESPONSE COMMANDS
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Note: If seed transmissions are not appropriately
disabled, the HCS412 will default to using
KEY1 for IFF.

Command Description Expected data In Response

10000 IFF using key-1 and IFF algorithm 32-Bit Challenge 32-Bit Response
10001 IFF using key-1 and HOP algorithm 32-Bit Challenge 32-Bit Response
10100 IFF using key-2 and IFF algorithm 32-Bit Challenge 32-Bit Response
10101 IFF using key-2 and HOP algorithm 32-Bit Challenge 32-Bit Response
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FIGURE 4-11: IFF CHALLENGE AND RESPONSE 

4.3.7 CODE HOPPING REQUEST

The command tells the HCS412 to increment the syn-
chronization counter and build the 32-bit code hopping
portion of the code word. 

• If RF Echo is disabled, the data will be transmitted 
on the LC lines only (Figure 4-12). 

• If RF Echo is enabled, the data will be transmitted 
in a code word on the DATA line followed by the 
data transmitted on the LC lines. The DATA line is 
transmitted first for passive entry support 
(Figure 4-13).

The da ta format will  be the same a s d escribed in
Section 3.2.

TABLE 4-8: REQUEST HOPPING CODE COMMANDS

FIGURE 4-12: CODE HOPPING REQUEST (RF ECHO DISABLED)

FIGURE 4-13: CODE HOPPING REQUEST (RF ECHO ENABLED)
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4.3.8 ENABLE DEFAULT IFF COMMUNICATION

The ENABLE DEFAULT IFF COMMUNICATION com-
mand defaults certain HCS412 communication options
such that the transponder reader may communicate to
the device with a common (safe) protocol. The default
setting remains for the duration of the communication,
returning to normal only after a device RESET.

Default IFF communication settings:

• Anticollision disabled
• RF echo disabled
•2 00 μs LF baud rate.

TABLE 4-9: DEFAULT IFF COMMUNICATION COMMANDS

FIGURE 4-14: ENABLE DEFAULT IFF COMMUNICATION

4.4 IFF Communication Special Features

TABLE 4-10: LF COMMUNICATION 
SPECIAL FEATURES (LFSP)

4.4.1 PASSIVE PROXIMITY ACTIVATION 
(LFSP = 10)

Enabling the Proximity Activation configuration option
allows the HCS412 to transmit a  hopping code trans-
mission in response to a signal present on the LC0 pin. 

The HCS412 sends out Field Acknowledge Sequence
in response to detecting the LF field (Figure 4-1). If the
HCS412 does not receive a command before the sec-
ond field Acknowledge sequence [within 255 LFTE‘s], it
will transmit a normal code hopping transmission for 2
seconds on the DATA pin. After 2 seconds the HCS412
reverts to normal transponder mode. 

The 2 second transmission does not repeat when the
device is in the presence of a continuous LF field. The
HCS412 must be RESET, remove and reapply the LF
field, to activate another transmission.

The button status used in the code hopping transmis-
sion indicates a proximity activation by clearing the S0,
S1 and S2 button activation flags.

FIGURE 4-15: PROXIMITY ACTIVATION

Command Description Expected data In Response

11100 Enable default IFF communication None None
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LFSP1:0 Description

00 No special options enabled
01 Anticollision enabled (Section 4.3.1)
10 Proximity Activation enabled
11 Anticollision and RF Echo enabled
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ACK
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LF Communication from HCS412 to reader

Inductive
 (LF)

No command received from 
reader for 255 LFTE.

Transmit hopping code for 2 
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4.4.2 ANTICOLLISION AND RF ECHO 
(LFSP = 11)

In addition to enabling anticollision, this mode adds that
all HCS412 responses and Acknowledges are echoed
on the DATA output line. Responses are first transmit-
ted on the DATA line, followed by the equivalent data
transmitted on the  LF  LC l ines (F igure 4-16, 
Figure 4-17). 

LF communication from t he token to th e transponder
reader has much less range than LF communica tion
from the reader to the token. Transmitting the informa-
tion on the DATA line increases communication range
by enabling longer range RF talk back.

The information is sent on the DATA line first to benefit
longer range passive-entry authentication times.

FIGURE 4-16: RF ECHO OPTION AND READ COMMAND

FIGURE 4-17: RF ECHO OPTION AND IFF COMMAND

FIGURE 4-18: RF ECHO OPTION AND REQUEST HOPPING CODE COMMAND
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4.4.3 INTELLIGENT DAMPING (IDAMP)

A hig h Q-factor LC a ntenna ci rcuit conne cted to  th e
HCS412 will continue to resonate after a strong LF field
is removed, slowly decayi ng. The slow decay makes
fast communication near the reader difficult as data bit
low times disappear. 

If the Intelli gent Da mping o ption is e nabled, th e
HCS412 will clamp the LC pins through a 2 kΩ resistor
for 5 μs every 1/4 LF TE, w henever the HCS412 is
expecting data from the transponder reader. The intel-
ligent da mping pulses st art 12 .5 LF TE af ter th e
Acknowledge sequence is comple te and continue for
12.5 LFTE. If the HCS412 detects data from the reader
while send ing out dampin g pul ses, i t wi ll contin ue to
send the damping pulses.

TABLE 4-11: INTELLIGENT DAMPING 
(IDAMP)

FIGURE 4-19: INTELLIGENT DAMPING

TABLE 4-12: LF TIMING SPECIFICATIONS

IDAMP Description

0 Intelligent damping enabled
1 Intelligent damping disabled

12.5 LFTE 12.5 LFTE

5 μs 1/4 LFTE 5 μs

DAMP PULSES

Bit From
reader

Field
ACK

Parameter Symbol Min. Typ. Max. Units

Time Element IFFB = 0
IFFB = 1

LFTE 180
90

200
100

220
110

μs

Power-up Time TPU 4.267 .8 ms
Acknowledge to Opcode Time TATO 13 LFTE

PPM Command Bit Time Data = 0
Data = 1

TBITC —
—

4
6

—
—

LFTE

PPM Response Bit Time Data = 0
Data = 1

TBITR —
—

2
3

—
—

LFTE

Read Response Time TRT —1 3— LFTE

IFF Response Time TIT 3.87 4.3 4.73 ms
Opcode to Data Input Time TOTD 2.6 — — ms
Transport Code to Data Input Time TTTD 2.2 — — ms
Encoder Select Acknowledge Time TESA —L FTE+100 — μs
IFF EEPROM Write Time (16 bits) TWR —3 0— ms
Op Code to Hop Code Response Time TOTH 10.26 11.4 12.54 ms
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5.0 CONFIGURATION SUMMARY
Table 5-1 summarizes the available HCS412 options.
TABLE 5-1: HCS412 CONFIGURATION SUMMARY

Symbol Reference
Section Description

KEY1 64-bit Encoder Key 1
SDVAL Section 3.2.7 60-bit seed value transmitted in CH Mode if (SEED = 1 AND TMPSD = 0) or if (SEED 

= 0 AND TMPSD = 1).
KEY2 LSB 60 bits of Encoder Key 2. 4 MSb’s set to XXXX. (Note 1)

TCODE Section 4.3.3 28-bit Transport Code
AFSK Section 3.4.5 PLL Interface Select. 0 = ASK 1 = FSK
RFEN Section 2.2.7 RF Enable output active. 0 = Disable 1 = Enable
LPRE Section 3.4.7 Long Preamble Enable. 0 = Disable 1 = Enable
QLVS Section 3.4.8 Special Features Enable. 0 = Disable 1 = Enable
OSCT Section 2.2.5 Oscillator Tune Value. 1000b Fastest

0000b Nominal
0111b Slowest

VLOWSEL Section 2.2.6 Low Voltage Trip Point Select 0 = 2.2 Volt 1 = 4.4 Volt
IDAMP Section 4.4.3 Intelligent Damping Enable 0 = Enable 1 = Disable
LFSP Section 4.4 LF Communication Special Features LFSP1:0 Active Feature

00b None
01b Anticollision
10b Prox Activation
11b RF Echo

LFBSL Section 4.2 IFF Baud Rate Select (LFTE) 0 = 200 us 1 = 100 us
MOD Section 3.3 DATA pin modulation format 0 = PWM 1 = Manch

CWBE Section 3.4.3 Code word Blanking Enable 0 = Disable 1 = Enable
MTX4 Section 3.4.1 Minimum Four Code words 0 = Disable 1 = Enable
RFBSL Section 3.3 Transmission Baud Rate (RFTE) RFBSL1:0 PWM Manch

 00b 400 us 800 us
 01b 200 us 400 us
 10b 100 us 200 us
11b 100 us 200 us

S2LC Section 3.4.1 S2/RFEN/LC1 Pin Configuration bit. 0 = LC 1 = S Input
— Reserved, Set to 0 — —

TMPSD Section 3.2.7 Temporary Seed Enable (Note 1) 0 = Disable 1 = Enable
SEED Section 3.2.7 Seed Transmission Enable (Note 1) 0 = Disable 1 = Enable
XSER Section 3.2.5 Extended Serial number 0 = Disable 1 = Enable
DINC Section 3.4.4 Delayed Increment 0 = Disable 1 = Enable
DISC Section 3.2.6 10-bit Discrimination value
OVR Section 3.2.4 Counter Overflow Value
SER 32-bit Serial Number
USR 64-bit user EEPROM area
CNT 16-bit Synchronization counter
— Reserved set 0000h

Note 1:  If IFF with KEY2 is enabled only if TMPSD = 1 and SEED = 1.
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6.0 INTEGRATING THE HCS412 
INTO A SYSTEM

Use of the HCS412 in a system requires a compatible
decoder. This decoder is typically a microcontroller with
compatible firmware. Microchip will provide (via a free
license ag reement) fi rmware routin es th at accept
transmissions from the  HCS41 2 an d d ecrypt the
hopping code portion  of th e dat a strea m. The se
routines provide system  designers  the means  to
develop their own decoding system.

6.1 Learning a Transmitter to a 
Receiver

A transmitter must first be 'learned' by a decoder before
its use is allowed in the system. Several learning strat-
egies are possibl e, Figure 6-1 details a typ ical lea rn
sequence. Core to each, the decoder must minima lly
store each learned transmitter's serial number and cur-
rent synchronization counter value in EEPROM. Addi-
tionally, the decoder typically stores each transmitter's
unique crypt key. Th e ma ximum number of learned
transmitters will  therefore be relative to the available
EEPROM. 

A transmitter's serial number is transmitted in the clear
but the synchronization counter only exists in the code
word's encrypted po rtion. The decoder ob tains th e
counter value by decrypting using the same key used
to encrypt the information. The KEELOQ algorithm is a
symmetrical block cipher so the encryption and decryp-
tion keys are identical and referred to generally as the
crypt key. The en coder recei ves its cryp t key durin g
manufacturing. The  deco der is p rogrammed wi th th e
ability to generate a cryp t key as well as all  but one
required input to th e key ge neration routine ; typica lly
the transmitter's serial number.

Figure 6-1 summarizes a typical learn sequence. The
decoder recei ves and  authen ticates a fi rst transmis-
sion; first button p ress. Authentication involves gener-
ating the a ppropriate crypt key, decrypting, validating
the correct key u sage vi a the d iscrimination bi ts and
buffering the counter value. A se cond transmission is
received and authenticated. A fina l check verifies the
counter value s were seque ntial; co nsecutive button
presses. If the  learn  s equence is successfully com-
plete, the d ecoder stores the l earned transmitter's
serial nu mber, current synch ronization counter value
and appropriate crypt key. From now o n the crypt key
will be retrieved from EEPROM d uring normal opera-
tion in stead of recalculating it for each  transmission
received.

Certain learning stra tegies ha ve been  patented an d
care must be taken not to infringe.

FIGURE 6-1: TYPICAL LEARN 
SEQUENCE  

Enter Learn
Mode

Wait for Reception
of a Valid Code

Generate Key
from Serial Number

Use Generated Key
to Decrypt

Compare Discrimination
Value with Fixed Value

Equal

Wait for Reception
of Second Valid Code

Compare Discrimination
Value with Fixed Value

Use Generated Key
 to Decrypt

Equal

Counters

Encryption key
Serial number

Synchronization counter

Sequential
?

?

?

Exit

Learn successful Store: Learn
Unsuccessful

No

No

No

Yes

Yes

Yes
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6.2 Decoder Operation
Figure 6-2 summarizes normal decoder operation. The
decoder wa its u ntil a  tra nsmission is recei ved. Th e
received serial number is compared to  the EEPROM
table of le arned tra nsmitters to fi rst determine if  this
transmitter's use is allowed in the system. If from a
learned transmitter , the tran smission is de crypted
using th e sto red crypt key and au thenticated via th e
discrimination bits for appropriate cryp t key usage. If
the decryption was valid  the synchronization value is
evaluated.

FIGURE 6-2: TYPICAL DECODER 
OPERATION

6.3 Synchronization with Decoder 
(Evaluating the Counter)

The K EELOQ techn ology p atent scope  includes a
sophisticated synchronization technique that does not
require the calculation and storage of future codes. The
technique securely blocks invalid transmissions whi le
providing transparent resynchronization to transmitters
inadvertently activated away from the receiver.

Figure 6-3 shows a 3-partition, rotating synchronization
window. The size of each w indow is op tional bu t the
technique is fundamental. Each time a transmission is
authenticated, the  inten ded function is exe cuted a nd
the trans mission's synchroni zation coun ter value is
stored in EEPROM. From the currently stored counter
value there is an initial "Single Operation" forward win-
dow of 16 codes. If the di fference between a received
synchronization counter and the last stored counter is
within 16, the intended function will be executed on the
single button press and the new synchronization coun-
ter will  be stored . S toring the  new syn chronization
counter value effectively rotates the entire synchroniza-
tion window.

A "Double Operation" (resynchronization) window fur-
ther exists from the Single Operation window up to 32K
codes forward of the currently stored counter value. It
is referred to as "Double Operation" because a trans-
mission with synchronization counter value in this win-
dow wil l req uire an a dditional, se quential counter
transmission prior to executing the intended function.
Upon re ceiving the sequential tran smission the
decoder executes the intended function and stores the
synchronization counter value. This resynchronization
occurs transparently to the user as it is human nature
to press the button a second time if the first was unsuc-
cessful.

The third window is a "Blocked Window" ranging from
the double op eration wi ndow to the currently sto red
synchronization counter val ue. Any transmission  with
synchronization counter va lue w ithin thi s wind ow wi ll
be ignored. T his win dow exclu des previo usly used,
perhaps code -grabbed transmissions from accessi ng
the system.

?

Transmission
Received

Does
Serial Number

Match
?

Decrypt Transmission

Is
Decryption

Valid
?

Is
Counter

Within 16
?

Is
Counter

Within 32K
?

Update
Counter

Execute
Command

Save Counter
in Temp Location

Start

No

No

No

No

Yes

Yes

Yes

Yes

Yes

No

and
No

Note: The synchronization method described in
this section is only a typical implementation
and because i t i s usual ly implemented in
firmware, it can be altered to fit the needs
of a particular system.
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FIGURE 6-3: SYNCHRONIZATION WINDOW

FIGURE 6-4: BASIC OPERATION OF RECEIVER (DECODER)

Note: Circled numbers indicate sequence of events.
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7.0 PROGRAMMING THE HCS412 
The HCS412 requires some parameters programmed
into the device before it can be used. The programming
cycle allows the user to input all 288 bits in a serial data
stream, which are then stored internally in EEPROM. 

Programming is initiated by forcing the DATA line high,
after the S2 line has been held high for the appropriate
length of time line (Table 7-1 and Figure 7-2). 

A delay is required after entering Program mode while
the automatic bul k era se c ycle com pletes. The bulk
erase writes all EEPROM locations to zeros. 

The device is th en progra mmed by clockin g in th e
EEPROM memory map (Least S ignificant bit fi rst) 16
bits at a time, using S2 as the clock line and DATA as
the data-in line. After each 16-bit word is loaded, a pro-
gramming de lay is re quired for the internal p rogram
cycle to complete. This delay can take up to Twc.

The HCS412 will signal a ‘write complete’ after writing
each 16-bit word by sending out a series of ACK pulses
TACKH high, TACKL low on DATA. The ACK pulses con-
tinue until S2 is dropped.

Programming verification is allowed only once, after the
programming cycle (Figure 7-3), by r eading back the
EEPROM memory map . Reading is done by clocki ng
the S2 line  and reading the data bits on DATA, again
Least Significant bit first. For security reasons, it is not
possible to execute a Verify function without first pro-
gramming the EEPROM.

FIGURE 7-1: CREATION AND STORAGE OF CRYPT KEY DURING PRODUCTION

FIGURE 7-2: PROGRAMMING WAVEFORMS

FIGURE 7-3: VERIFY WAVEFORMS

Note: To ensure that the device does n ot acci-
dentally en ter Pro gramming mo de, DATA
should never be pu lled high by the circuit
connected to it. S pecial care sh ould be
taken when driving PNP RF transistors.

Transmitter 

Manufacturer’s 

Serial Number

Code
Crypt
 Key

Key
Generation
Algorithm

Serial Number
Crypt Key
Sync Counter

.
.

.

HCS412Production
Programmer

EEPROM Array

DATA

Enter Program 
Mode

(Data)

(Clock)

Note 1: S0 and S1 button inputs to be held to ground during the entire programming sequence.

Bit 0 Bit 1 Bit 2 Bit 3 Bit 14 Bit 15 Bit 16 Bit 17

TPH1

TPBW

TPS

Repeat for each word (18 times total) 

TPH2

TCLKH

TCLKL
TWC

TDS

S2 

Data for Word 1

TDH

TCLKL

Initiate Data
Polling Here

Write Cycle
Complete Here

TA
CKL

TA
CKH

Calibration Pulses

TPHOLD

Ack Ack Ack

Data for Word 0
(KEY1_0) (KEY1_1)

DATA

(Clock)

(Data)

Note: If a Verify operation is to be done, then it must immediately follow the Program cycle.

 End of Programming Cycle Beginning of Verify Cycle

Bit 1 Bit 2 Bit 3 Bit 15Bit 14 Bit 16 Bit 17 Bit190 Bit191

TWC

Data from Word 0

TDV

S2

Bit 0Bit191Bit190 Ack
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7.1 EEPROM Organization

TABLE 7-1: HCS412 EEPROM ORGANIZATION

TABLE 7-2: PROGRAMMING/VERIFY TIMING REQUIREMENTS

16Bit 
Word

BITS

15 14 13 12 11 10 9 876543 210

1 KEY1_1 KEY1_0 (KEY1 LSB)
2 KEY1_3 KEY1_2
3 KEY1_5 KEY1_4
4 KEY1_7 (KEY1 MSB) KEY1_6
5 SEED_1 / KEY2_1 SEED_0 / KEY2_0 (SEED AND KEY2 LSB)
6 SEED_3 / KEY2_3 SEED_2 / KEY2_2
7 SEED_5 / KEY2_5 / TCODE_1 SEED_4 / KEY2_4 / TCODE_0 (TCODE LSB)

8

Q
LV

S

LP
R

E

R
FE

N

A
FS

K SEED_7 / KEY2_7 / 
TCODE_3 (MSB for all 3) SEED_6 / KEY2_6 / TCODE_2

9

S
et

 to
 0

S
2L

C RFBSL

M
TX

4

C
W

B
E

M
O

D

LF
B

S
L LFSP

ID
A

M
P

V
LO

W
S

E
L

OSCT
10 10 3 210

10 OVR 10bit Discrimination Value

D
IN

C

X
S

E
R

S
E

E
D

TM
P

S
D

1 098765 43210
11 SER1 SER0
12 SER3 SER2
13 USR0 MSB USR0 LSB
14 USR1 MSB USR1 LSB
15 USR2 MSB USR2 LSB
16 USR3 MSB USR3 LSB
17 CNT1 (Counter MSB) CNT0 (Counter LSB)
18 Reserved, set to 0 Reserved, set to 0

VDD = 5.0V ± 10%, 25° C ± 5 ° C
Parameter Symbol Min. Max. Units

Program mode setup time TPS 25 .0 ms
Hold time 1 TPH14 .0 — ms
Hold time 2 TPH25 0 — μs
Bulk Write time TPBW 4.0 — ms
Program delay time TPROG 4.0 — ms
Program cycle time TWC 50 — ms
Clock low time TCLKL 50 — μs
Clock high time TCLKH 50 — μs
Data setup time TDS 0— μs
Data hold time TDH 18 — μs
Data out valid time TDV 30 μs
Hold time TPHOLD 100 — μs
Acknowledge low time TACKL 800 — μs
Acknowledge high time TACKH 800 — μs
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8.0 DEVELOPMENT SUPPORT
The PI C® microcontrollers an d d sPIC® di gital signal
controllers are supported with a full range of software
and hardware development tools:

• Integrated Development Environment
-M PLAB® IDE Software

• Compilers/Assemblers/Linkers
- MPLAB C Compiler for Various Device

Families
- HI-TECH C for Various Device Families
- MPASMTM Assembler
-M PLINKTM Object Linker/

MPLIBTM Object Librarian
- MPLAB Assembler/Linker/Librarian for

Various Device Families
• Simulators

- MPLAB SIM Software Simulator
•E mulators

- MPLAB REAL ICE™ In-Circuit Emulator
• In-Circuit Debuggers

- MPLAB ICD 3
- PICkit™ 3 Debug Express

• Device Programmers
- PICkit™ 2 Programmer
- MPLAB PM3 Device Programmer

• Low-Cost Demonstration/Development Boards, 
Evaluation Kits, and Starter Kits

8.1 MPLAB Integrated Development 
Environment Software

The MPLAB IDE sof tware brings an e ase of sof tware
development previously unsee n in the 8 /16/32-bit
microcontroller market. The MPLAB IDE is a Windows®

operating system-based application that contains:

• A single graphical interface to all debugging tools
- Simulator
- Programmer (sold separately)
- In-Circuit Emulator (sold separately)
- In-Circuit Debugger (sold separately)

• A full-featured editor with color-coded context
• A multiple project manager
• Customizable data windows with direct edit of 

contents
• High-level source code debugging
• Mouse over variable inspection
• Drag and drop variables from source to watch 

windows
• Extensive on-line help
• Integration of select third party tools, such as 

IAR C Compilers

The MPLAB IDE allows you to:

• Edit your source files (either C or assembly)
• One-touch compile or assemble, and download to 

emulator and simulator tools (automatically 
updates all project information)

• Debug using:
- Source files (C or assembly)
- Mixed C and assembly
- Machine code

MPLAB IDE su pports mu ltiple debu gging tool s i n a
single development paradigm, from the co st-effective
simulators, thro ugh low-cost i n-circuit d ebuggers, to
full-featured e mulators. This el iminates the l earning
curve when upgrading to tools with increased flexibility
and power.
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8.2 MPLAB C Compilers for Various 
Device Families

The MPL AB C Compiler co de de velopment systems
are complete ANSI C compilers for Microchip’s PIC18,
PIC24 and PIC32 families of microcontrollers and the
dsPIC30 and dsPIC33 families of digital signal control-
lers. These compilers provi de pow erful integratio n
capabilities, sup erior cod e optimizatio n and  ease of
use.

For easy source level debugging, the compilers provide
symbol information that is optimized to the MPLAB IDE
debugger.

8.3 HI-TECH C for Various Device 
Families

The HI-TECH C Compiler code development systems
are complete ANSI C compilers for Microchip’s PIC
family of microcontrollers and the dsPIC family of digital
signal co ntrollers. T hese compi lers p rovide powerful
integration cap abilities, omniscie nt co de ge neration
and ease of use.

For easy source level debugging, the compilers provide
symbol information that is optimized to the MPLAB IDE
debugger.

The compilers include a macro assembler, linker, pre-
processor, and one-step driver, and can run on multiple
platforms.

8.4 MPASM Assembler
The MP ASM Asse mbler is a full -featured, unive rsal
macro assembler for PIC10/12/16/18 MCUs. 

The MPASM Assembler generates relocatable object
files for the MPLINK Object Linker, Intel® standard HEX
files, MAP file s to d etail memory usage a nd symbol
reference, absolute LST files that contain source lines
and gen erated machi ne co de an d COFF  fi les for
debugging.

The MPASM Assembler features include:

• Integration into MPLAB IDE projects
• User-defined macros to streamline 

assembly code
• Conditional assembly for multi-purpose 

source files
• Directives that allow complete control over the 

assembly process

8.5 MPLINK Object Linker/
MPLIB Object Librarian

The MPLINK Obj ect Lin ker combines re locatable
objects created b y the  MP ASM Assembler a nd the
MPLAB C18 C Compiler. It can link relocatable objects
from p recompiled libraries, usin g dire ctives from a
linker script. 

The MPLIB Object Librarian manages the creation and
modification of library files of precompiled code. When
a routine from a library is called from a source file, only
the modules that contain that routine will be linked in
with the  appl ication. T his al lows l arge l ibraries to  be
used efficiently in many different applications. 

The object linker/library features include:

• Efficient linking of single libraries instead of many 
smaller files

• Enhanced code maintainability by grouping 
related modules together

• Flexible creation of libraries with easy module 
listing, replacement, deletion and extraction

8.6 MPLAB Assembler, Linker and 
Librarian for Various Device 
Families

MPLAB Assembler pr oduces re locatable machi ne
code from symb olic assembly language for PIC24,
PIC32 and  dsPIC devi ces. MPLAB C Compi ler uses
the assembler to produce its object file. The assembler
generates rel ocatable obj ect fil es th at ca n then  be
archived or linked with other relocatable object files and
archives to create an executable file. Notable features
of the assembler include:

• Support for the entire device instruction set
• Support for fixed-point and floating-point data
• Command line interface
• Rich directive set
• Flexible macro language
• MPLAB IDE compatibility
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8.7 MPLAB SIM Software Simulator
The MP LAB S IM Sof tware Simulator allows code
development in a PC-hosted environment by simulat-
ing the PIC® MCUs and dsPIC® DSCs on an instruction
level. On any given instruction, the data areas can be
examined or modified and stimuli can be applied from
a comprehensive stimulus controller. Registers can be
logged to files for further run-time analysis. The trace
buffer and logic analyzer display extend the p ower of
the simulator to  record and track p rogram execution,
actions on I/O, most peripherals and internal registers. 

The MPLAB SIM Sof tware Simulator fu lly su pports
symbolic de bugging using the MPLAB C Compilers,
and the MPASM and MPLAB Assemble rs. Th e sof t-
ware simu lator of fers th e fl exibility to  devel op an d
debug code outside of the  ha rdware laboratory envi-
ronment, making it an excellent, economical software
development tool. 

8.8 MPLAB REAL ICE In-Circuit 
Emulator System

MPLAB REAL  IC E In-Ci rcuit Emu lator Syste m is
Microchip’s next gene ration hi gh-speed emula tor for
Microchip Flash DSC and MCU devices. It debugs and
programs PIC® Flash MCUs and dsPIC® Flash DSCs
with the easy-to-use, powerful graphical user interface of
the MPLAB Integrated Development Environment (IDE),
included with each kit. 

The emulator is connected to the design engineer’s PC
using a high-speed USB 2.0 interface and is connected
to the target with either a connector compatible with in-
circuit debugger systems (RJ11) or with the new high-
speed, noi se tolerant, Low-Voltage Di fferential Sign al
(LVDS) interconnection (CAT5). 

The emulator is field upgradable through future firmware
downloads in MPLAB ID E. In upcoming rel eases of
MPLAB IDE, new devices will be supported, and new
features wi ll be  adde d. MPLAB R EAL ICE of fers
significant ad vantages over  competitive emul ators
including l ow-cost, fu ll-speed emulatio n, run-time
variable watches, trace analysis, complex breakpoints, a
ruggedized probe interface and long (up to three meters)
interconnection cables.

8.9 MPLAB ICD 3 In-Circuit Debugger 
System

MPLAB ICD 3 In-Circuit De bugger Syste m is Micro-
chip's mo st cost ef fective high-speed hardw are
debugger/programmer for Microchip Flash Digital Sig-
nal Co ntroller (DSC) a nd microcontroller (MCU)
devices. It debugs and programs PIC® Flash microcon-
trollers and dsPIC® DSCs with the powerful, yet easy-
to-use g raphical u ser interface o f MPLAB Integrated
Development Environment (IDE).

The MPLAB ICD 3 In-Circuit Debu gger probe is con-
nected to the design engineer's PC using a high-speed
USB 2.0 interface and is connected to the target with a
connector compatible with the MPLAB ICD 2 or MPLAB
REAL ICE systems (RJ-11). MPLAB ICD 3 supports all
MPLAB ICD 2 headers.

8.10 PICkit 3 In-Circuit Debugger/
Programmer and 
PICkit 3 Debug Express

The MPLAB PICkit 3 allows debugging and program-
ming of PIC ® and dsPIC® Flash microcontrollers at a
most affordable price point using the powerful graphical
user interface of the MP LAB Integrated Development
Environment (IDE). The MPLAB PICkit 3 is connected
to th e desig n engi neer's PC using a full  speed USB
interface and can be connected to the  t arget via an
Microchip debu g (RJ-11) co nnector (comp atible with
MPLAB ICD 3 and MPLAB REAL ICE). The connector
uses two device  I/O pins and the reset line to  imple-
ment in-circuit debu gging and In-Circui t Serial  Pro-
gramming™.

The PICkit 3 Debug Express include the PICkit 3, demo
board and microcontroller, hookup cables and CDROM
with u ser’s gu ide, le ssons, tu torial, compi ler a nd
MPLAB IDE software.
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8.11 PICkit 2 Development 
Programmer/Debugger and 
PICkit 2 Debug Express

The PICkit™ 2 Development Programmer/Debugger is
a low-cost development tool with an easy to use inter-
face for programming and debugging Microchip’s Flash
families o f microco ntrollers. Th e full fea tured
Windows® prog ramming interface su pports ba seline
(PIC10F, PIC12F5xx, PIC 16F5xx), mi drange
(PIC12F6xx, PIC16F), PIC18F, PIC2 4, dsPIC30,
dsPIC33, and PIC32 families of 8-bit, 16-bit, and 32-bit
microcontrollers, and many Microchip Serial EEPROM
products. With Microchip’s powerful MPLAB Integrated
Development En vironment (IDE) the  PICkit™ 2
enables in-circuit debugging on most PIC ® microcon-
trollers. In-Ci rcuit-Debugging run s, halts a nd single
steps th e pro gram whi le the  PIC microcontroller is
embedded in the application. When halted at a break-
point, the file registers can be examined and modified. 

The PICkit 2 Debug Express include the PICkit 2, demo
board and microcontroller, hookup cables and CDROM
with u ser’s gui de, le ssons, tutorial, compi ler an d
MPLAB IDE software.

8.12 MPLAB PM3 Device Programmer
The MPLAB PM3 Device  Programmer is a un iversal,
CE compliant device programmer with p rogrammable
voltage verification  at V DDMIN a nd V DDMAX for
maximum relia bility. It features a l arge L CD disp lay
(128 x 64) for menus and error messages and a modu-
lar, detachable socket asse mbly to supp ort vario us
package types. The ICSP™ cable assembly is included
as a standard item. In Stand-Alone mode, the MPLAB
PM3 Device Programmer can read, verify and program
PIC devices without a PC connection. It can  also set
code protection in this mod e. Th e MPLAB PM3
connects to the host PC via an RS-232 or USB cable.
The MPLAB PM3 has high-speed communications and
optimized al gorithms for q uick pro gramming of larg e
memory devices and incorporates an MMC card for file
storage and data applications.

8.13 Demonstration/Development 
Boards, Evaluation Kits, and 
Starter Kits

A wide variety of de monstration, de velopment and
evaluation boards for various PIC MCUs and dsPIC
DSCs allows quick application development on fully func-
tional systems. Most boards include prototyping areas for
adding custom circuitry and provide application firmware
and source code for examination and modification.

The boards support a variety of features, including LEDs,
temperature sen sors, sw itches, speakers, RS-232
interfaces, LCD displays, potentiometers and additional
EEPROM memory.

The de monstration an d deve lopment b oards can  be
used in teaching environments, for prototyping custom
circuits and for learning about various microcontroller
applications.

In addition to the PICDEM™ and dsPICDEM™ demon-
stration/development board series of circuits, Microchip
has a line of evaluation kits and demonstration software
for analog f ilter d esign, K EELOQ® security ICs, CAN,
IrDA®, PowerS mart battery management, SEEVAL®

evaluation system, S igma-Delta A DC, flow rate
sensing, plus many more.

Also available are starter ki ts that con tain eve rything
needed to experience the specified device. This usually
includes a single application and d ebug capability, a ll
on one board.

Check the Microchip web page (www.microchip.com)
for the  compl ete l ist of d emonstration, development
and evaluation kits.
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9.0 ELECTRICAL CHARACTERISTICS
 
TABLE 9-1: ABSOLUTE MAXIMUM RATING

Symbol Item Rating Units

VDD Supply voltage -0.3 to 6.6 V
VIN* Input voltage -0.3 to VDD + 0.3 V
VOUT Output voltage -0.3 to VDD + 0.3 V
IOUT Max output current 50 mA
TSTG Storage temperature -55 to +125 C (Note)
TLSOL Lead soldering temp 300 C (Note)
VESD ESD rating (Human Body Model) 4000 V

Note: Stresses above those listed under “ABSOLUTE MAXIMUM RATINGS” may cause permanent damage to the 
device. 

* If a battery is inserted in reverse, the protection circuitry switches on, protecting the device and draining the battery. 

TABLE 9-2: DC AND TRANSPONDER CHARACTERISTICS

Commercial (C): TAMB = 0°C to 70°C
Industrial (I): TAMB = -40°C to 85°C

2.0V < VDD < 6.3V

Parameter Symbol Min Typ1 Max Unit Conditions

Average operating current
Note 2

IDD (avg) — 200 500 μAV DD = 6.3V

Programming current IDDP 2.3 4.0 mA VDD = 6.3V
Standby current IDDS — 0.1 500 nA LC = off else < 5 μA
High level input voltage VIH 0.55 VDD —V DD + 0.3 V
Low level input voltage VIL -0.3 — 0.15 VDD V

High level output voltage VOH
0.8 VDD
0.8 VDD

—— V VDD = 2V, IOH =- .45 mA
VDD = 6.3V, IOH,= -2 mA

Low level output voltage VOL
—
—

—
—

0.08 VDD
0.08 VDD

V VDD = 2V, IOH = 0.5 mA
VDD = 6.3V, IOH = 5 mA

LED output current ILED 3.0 4.0 7.0 mA VDD = 3.0V, VLED = 1.5V
Switch input resistor RS 40 60 80 kΩ S0/S1 not S2
DATA input resistor RDATA 80 120 160 kΩ
LC input current ILC — — 10.0 mA VLCC=10 VP-P
LC input clamp voltage VLCC —1 0— V ILC <10 mA
LC induced output current VDDI —2 .0 mA VLCC > 10V
LC induced output voltage VDDV

—
—

4.5
4.0

—
— V 10 V < VLCC, IDD = 0 mA

10 V < VLCC, IDD = -1 mA 
Carrier frequency fc — 125 kHz
LC input sensitivity VLCS —1 00 — mVPP Note 3
Note 1: Typical values at 25°C.

2: No load connected.
3: Not tested.
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10.0 PACKAGING INFORMATION
10.1 Package Marking Information

Legend:   MM...M Microchip part number information
XX...X Customer specific information*
YY Year code (last 2 digits of calendar year)
WW Week code (week of January 1 is week ‘01’)
NNN Alphanumeric traceability code

Note: In the event the full Microchip part number cannot be marked on one line, it will
be carried over to the next line thus limiting the number of available characters
for customer specific information.

* Standard marking consists of Microch ip part number, year code , week code and traceability code. For
marking beyon d th is, ce rtain price a dders apply. Pl ease ch eck with your Microchi p Sale s Of fice. For
SQTP devices, any special marking adders are included in SQTP price.

XXXXXXXX
XXXXXNNN

YYWW

8-Lead PDIP Example

HCS412
XXXXX862

9925

8-Lead SOIC

XXXXXXXX

Example

NNN
XXXXYYWW

XXXXXXXX

862
XXXX9925
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10.2 Package Details
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Note: For the most current package drawings, please see the Microchip Packaging Specification located at 
http://www.microchip.com/packaging
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Note: For the most current package drawings, please see the Microchip Packaging Specification located at 
http://www.microchip.com/packaging
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APPENDIX A: ADDITIONAL 
INFORMATION

Microchip’s Secure Da ta Prod ucts are cove red by
some or all of the following: 

Code ho pping e ncoder p atents i ssued in Eu ropean
countries and  U.S.A.

Secure learning patents issued in European countries,
U.S.A. and R.S.A.

REVISION HISTORY

Revision D (June 2011)
• Updated the following sections: Development Sup-

port, The Microchip Web Site,  Reader Response 
and HCS412 Product Identification System

• Added new section Appendix A
• Minor formatting and text changes were incorporated 

throughout the document
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THE MICROCHIP WEB SITE
Microchip provides online support via our WWW site at
www.microchip.com. This web site is used as a means
to make  file s and i nformation easily a vailable to
customers. Accessible by using your favori te Internet
browser, th e web  si te contains the foll owing
information:

• Product Support – Data sheets and errata, 
application notes and sample programs, design 
resources, user’s guides and hardware support 
documents, latest software releases and archived 
software

• General Technical Support – Frequently Asked 
Questions (FAQ), technical support requests, 
online discussion groups, Microchip consultant 
program member listing

• Business of Microchip – Product selector and 
ordering guides, latest Microchip press releases, 
listing of seminars and events, listings of 
Microchip sales offices, distributors and factory 
representatives

CUSTOMER CHANGE NOTIFICATION 
SERVICE
Microchip’s cu stomer notification service  hel ps kee p
customers current on Microchip products. Subscribers
will recei ve e -mail n otification whe never there a re
changes, upd ates, revisions or errat a re lated to a
specified product family or development tool of interest.

To register , access the Microc hip web site at
www.microchip.com. Unde r “Support”, cli ck o n
“Customer Cha nge N otification” an d follo w th e
registration instructions.

CUSTOMER SUPPORT
Users of Microchi p p roducts can  rece ive assistance
through several channels:

• Distributor or Representative
• Local Sales Office
• Field Application Engineer (FAE)
• Technical Support
• Development Systems Information Line

Customers shou ld con tact their di stributor,
representative or fi eld a pplication en gineer (FAE) for
support. Local sales offices are also a vailable to he lp
customers. A listing of sales offices and locations is
included in the back of this document.

Technical support is available through the web site
at: http://microchip.com/support
© 2011 Microchip Technology Inc. DS41099D-page 47
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READER RESPONSE
It is o ur in tention to provide you w ith the b est documentation possible to ensure  successful use  of your Microch ip
product. If you wish to  provide you r comment s on organ ization, clarity , sub ject matter, and  ways in  which our
documentation ca n be tter serve you, ple ase F AX your  commen ts to the Technical Pub lications Mana ger at
(480) 792-4150.

Please list the following information, and use this outline to provide us with your comments about this document.

TO: Technical Publications Manager
RE: Reader Response

Total Pages Sent ________

From: Name

Company
Address
City / State / ZIP / Country

Telephone: (_______) _________ - _________

Application (optional):

Would you like a reply?       Y         N

Device: Literature Number: 

Questions:

FAX: (______) _________ - _________

DS41099DHCS412

1. What are the best features of this document?

2. How does this document meet your hardware and software development needs?

3. Do you find the organization of this document easy to follow? If not, why?

4. What additions to the document do you think would enhance the structure and subject?

5. What deletions from the document could be made without affecting the overall usefulness?

6. Is there any incorrect or misleading information (what and where)?

7. How would you improve this document?
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HCS412 PRODUCT IDENTIFICATION SYSTEM

To order or obtain information, e.g., on pricing or delivery, refer to the factory or the listed sales office.

Package: P = Plastic DIP (300 mil body), 8-lead
SN = Plastic SOIC (150 mil body), 8-lead

Temperature - = 0°C to +70°C
Range: I = –40°C to +85°C

Device: HCS412 = Code Hopping Encoder
HCS412T = Code Hopping Encoder (Tape and Reel) (SN only)

HCS412 — /X
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NOTES:
DS41099D-page 50 © 2011 Microchip Technology Inc.



Note the following details of the code protection feature on Microchip devices:
• Microchip products meet the specification contained in their particular Microchip Data Sheet.

• Microchip believes that its family of products is one of the most secure families of its kind on the market today, when used in the 
intended manner and under normal conditions.

• There are dishonest and possibly illegal methods used to breach the code protection feature. All of these methods, to our 
knowledge, require using the Microchip products in a manner outside the operating specifications contained in Microchip’s Data 
Sheets. Most likely, the person doing so is engaged in theft of intellectual property.

• Microchip is willing to work with the customer who is concerned about the integrity of their code.

• Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code protection does not 
mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection features of our
products. Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act. If such acts
allow unauthorized access to your software or other copyrighted work, you may have a right to sue for relief under that Act.
Information co ntained in this  p ublication regarding de vice
applications and the like is provided only for your convenience
and may be superseded by updates. It is your responsibility to
ensure that your application me ets with  your specifications.
MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KI ND W HETHER E XPRESS O R
IMPLIED, WRI TTEN O R O RAL, ST ATUTORY O R
OTHERWISE, RELA TED T O THE INF ORMATION,
INCLUDING BUT NOT L IMITED T O ITS COND ITION,
QUALITY, PERFORMANCE,  MER CHANTABILITY OR
FITNESS FO R PURP OSE. Microchip disc laims all  li ability
arising from this information and its u se. Use o f Microchip
devices in life supp ort and/or safety applications is entirely at
the buyer’s risk, and the buyer agrees to defend, indemnify and
hold h armless M icrochip from any and all da mages, claims,
suits, or e xpenses resulting f rom such use. No lic enses are
conveyed, implicitly or otherwise, under any Microchip
intellectual property rights.
© 2011 Microchip Technology Inc.
Trademarks
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