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Features )y

:,,/
. ¢B-bit EEPROM organization
o @-Wise addressing
. @U‘f‘eversible byte-wise write protection of lowest
% 32 addresses (Byte 0...31)

Q% " 32 x 1-bit organization of protection memory

Two-wire link protocol
End of processing indicated at data output
Answer-to-Reset ace. to ISO standard 7816-3
Programming time 2.5 ms per byte for both erasing
and writing
Minimum of 10" write/erase cycles®)
Data retention for minimum of ten years")
Contact configuration and serial interface in accordance
with ISO standard 7816 (synchronous transmission)

Additional Feature of 1ZE4442

Data can only be changed after entry of the correct 3-byte programmable security code (security

memory)
Type Ordering Code Package
IZE4442 M2.2 on request Wire-Bonded Module M2.2
IZE4442 C on request Chip
IZE4442 M2.2 on request Wire-Bonded Module M2.2
IZE4442 C on request Chip

1) Values are temperature dependent, for further information please refer to your sales office.

Pin Configuration(top view)

(Card Contacts)Pin Definitions and Functions

Card Contact Symbol Function

Cl VCC Supply voltage

c2 RST Reset vee GND

C3 CLK Clock input

C4 N.C. Not connected RST N.C.

C5 GND Ground

C6 N.C. Not connected CLK ]/0

c7 I/0 Bi-directional data line LN\

(open drain) N.C. N.C. 0O

C8 N.C. Not connected o N ;\v
IZE4442 comes as a M2.2 wire-bonded module for embedding in plastic cards or as a die for Y\\%\’) :
customer packaging. y&?
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Wain Memory Protection Memory
255 L1
EEPROM
256x8
32 Security Memory
31 (SLE 4442 only)
Area 3| Reference Dota
for Permanent 2| Referenca Data PSC
Dot Storage 1| Refersncs Data
0 Q 01 ErrorCounter
3 Data Addr. Doto] TAddr. Dota} Tadd.

Selaction of &
Main/Protection/~ —F N\ = F == = w e — - — e~
Securfty Memory

Data Addrass
High-Voltage
Generator, (D:«l:od:r.s lino. b .} Progromming
Substrate-Current N czr:"‘omg:"f’ 21 Control
Generator P
4 1 . r 3
| ¢+
Reset, Sequencer and |
Blockade Logic [ Security Loglc |* L
3 4 »
l | v
YCC  GND [/0 RST CLK iEBY1381

(?K IK Semiconductor 2

Semiconductor



124442

Functional Description Block Diagram

Memory Overview

Address
Change of Unprotected Dota {Decimai)

SLE 4432
Without Safety Precoution

SLE 4442 224 Byte
Increment Error Counter
Present Security Code

Unprotected
Ea< /0 GG Data Memory

32

Write 31

Security A

, 32 Byte
. Protectable
Logic Protection Dafa Memory
D Progreammable _ sl
Security Code |E (PROM)

Error Counter

" JEDO1787

Figure 1 Memory Overview

The 1ZE4442 consists of 256 x 8 bit EEPROM main memory and a 32-bit protection memory with
PROM functionality. The main memory is erased and written byte by byte. When erased, all 8 bits of a
data byte are set to logical one. When written, the information in the individual EEPROM cells is,
according to the input data, altered bit by bit to logical zeros, (logical AND between the old and the
new data in the EEPROM). Normally a data change consists of an erase and write procedure. It
depends on the contents of the data byte in the main memory and the new data byte whether the
EEPROM is really erased and/or written. If none of the 8 bits in the addressed byte requires a zero-to-
one transition the erase access will be suppressed. Vice versa the write access will be suppressed if
no one-to-zero transition is necessary. The write and the erase operation takes at least 2.5 ms each.

Each of the first 32 bytes can be irreversibly protected against data change by writing the
corresponding bit in the protection memory. Each data byte in this address range is assigned to one
bit of the protection memory and has the same address as the data byte in the main memory which it
is assigned to. Once written the protection bit cannot be erased (PRQM).

Additionally to the above functions the 1ZE4442 provides a security code logic which controls the
write/erase access to the memory. For this purpose the 1ZE4442 contains a 4-byte security memory
with an Error Counter EC (bit 0 to bit 2) and 3 bytes reference data. These 3 bytes as a whole are
called Programmable Security Code (PSC). After power on the whole memory, except for the
reference data, can only be read. Only after a successful comparison of verification data with the
internal reference data the memory has the identical access functionality of the 1ZE4442 until the
power is switched off. After three successive unsuccessful comparisons the Error Counter blocks any
subsequent attempt, and hence any possibility to write and erase.

2.2 Transmission Protocol

The transmission protocol is a two wire link protocol between the interface device IFD and the
integrated circuit IC. It is identical to the protocol type "S = A". All data changes on I/O are initiated by
the falling edge on CLK.

(?K IK Semiconductor 3
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The transmission protocol consists of the 4 modes:

- Reset and Answer-to-Reset

- Command Mode

- Outgoing Data Mode Operational modes
- Processing Mode

Note: The I/O pin is open drain and therefore requires an external pull up resistor to achieve a high
level.

Reset and Answer-to-Reset

Answer-to-Reset takes place according to ISO standard 7816-3 (ATR). The reset can be given at any
time during operation. In the beginning, the address counter is set to zero together with a clock pulse
and the first data bit (LSB) is output to /O when RST is set from level H to level L. Under a continuous
input of additional 31 clock pulses the contents of the first 4 EEPROM addresses is read out. The
33rd clock pulse switches 1/0 to high impedance Z and finishes the ATR procedure.

Answer-to-Reset (Hex)

Byte 1 Byte 2 Byte 3 Byte 4
DO;...DOq DO;s... DOg DO0y3...D046 DOg3; ...DOy4
vee |
—t ea— Address reset

1

U—
IrlC sels | /0 to State Z

1 .
cx ol {11 ]2 | 303132
PR 7 0 ) o W E
#]

Figure 2 Reset and Answer-to-Reset

RST

IEDD1788

Operational Modes

Command Mode

After the Answer-to-Reset the chip waits for a command. Every command begins with a start
condition, includes a 3 bytes long command entry followed by an additional clock pulse and ends with
a stop condition.

- Start condition: Falling edge on I/O during CLK in level H
- Stop condition: Rising edge on I/O during CLK in level H

After the reception of a command there are two possible modes:

- Outgoing data mode for reading
- Processing mode for writing and erasing
Outgoing Data Mode

In this mode the 1C sends data to the IFD. The first bit becomes valid on 1/O after the first falling edge
on CLK. After the last data bit an additional clock pulse is necessary in order to set I/O to high
impedance Z and to prepare the 1C for a new command entry. During this mode any start and stop
condition is discarded.

(?K IK Semiconductor 4
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Processing Mode

In this mode the 1C processes internally. The 1C has to be clocked continuously until I/O, which was
switched to level L after the first falling edge of CLK, is set to high impedance level Z. Any start and

stop condition is discarded during this mode.
Note: The RST line is low during the modes mentioned above. If RST is set to high during the CLK

low level any operation is aborted and I/O is switched to high impedance Z (Break).

Command —p IFD safs /0 ] Outgoing Doto —» IC sets 1/0
RST is iow lavel o ievel L to level z

CLK I It
:° 13|_|: U]: U: :ﬁl”!u LI Ll
i Dig Diga X Diaz g :“-
313

Sforf ' Stop | Si"" of I sets |/0
from IFD from IFD| Outgoling Dote to IeveIZ

Processing —#

.,oh . I

; t

Di: Data In Start of End of
00: Dote Out Processing Processing
IEDO1789

Figure 3 Operational Modes

Commands
Command Format

Each command consists of three bytes:

MSB Control LSB MSB Address LSB MSB Data LSB

B7|B6|B5|B4|B3|B2|B1|BO|A7|A6|A5|A4[{A3|A2|A1|[{A0|D7|D6|(D5|D4|D3|(D2|D1|D0

(?K IK Semiconductor 5

Semiconductor



124442

Beginning with the control byte LSB is transmitted first.

IFD sets ; /0
to levei L

l I|III|IlI'IIlllOlIllﬂIllSIIl?lIlSIIIlZSlIZJlII
Al

ek IR ML >
|/o—ﬂ_,(BoXB1masx::xj:ix__ﬂ:x;sanmxmx_*_chXW)\_h{_

Command —»

Start Stop
fromIFD fromIFD
IEDO1790
Figure 4 Command Mode
The 1ZE4442 provides 7 commands which are listed in table 1 and 2
Table 1
Byte 1 Byte 2 Byte 3 Operation Mode
Control Address Data

B7 |B6|B5(B4|B3|B2|B1|B0 A7 - A0 D7 - DO

o|jof1{12j0|]0]0]O0 address no effect READ MAIN outgoing
MEMORY data

o|jof1{12j12]0]0]0O0 address input data UPDATE MAIN processing
MEMORY

o|jof1{12j0|212]0]0O0 no effect no effect | READ PROTECTION outgoing
MEMORY data

o|jof1{1(12|12]0]0 address input data WRITE processing
PROTECTION
MEMORY

Table 2

o|jo0}j1|1|]0]0|0]12 no effect no effect READ SECURITY outgoing data
MEMORY

o|o0o|1|1|1j0]0]1 address input data | UPDATE SECURITY processing
MEMORY

ojoj1|1|]0]0|1]1 address input data COMPARE processing

VERIFICATION DATA
( )€ 1K Semiconductor 6
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2.3.1 Read Main Memory

The command reads out the contents of the main memory (with LSB first) starting at the given byte
address (N =0 ... 255) up to the end of the memory. After the command entry the IFD has to supply

sufficient clock pulses. The number of clocks is m = (256 - N) x 8 + 1. The read access to the main
memory is always possible.

Address Main Memory Protection Memory Security Memory
(decimal)
255 Data Byte 255 (D7...D0) - -
32 Data Byte 32 (D7...D0) - -
31 Data Byte 31 (D7...D0) Protection Bit 31 (D31) -
3 Data Byte 3 (D7...D0) Protection Bit 3 (D3) Reference Data Byte 3 (D7...D0)
2 Data Byte 2 (D7...D0) Protection Bit 2 (D2) Reference Data Byte 2 (D7...D0)
1 Data Byte 1 (D7...D0) Protection Bit 1 (D1) Reference Data Byte 1 (D7...D0)
0 Data Byte 0 (D7...DO0) Protection Bit 0 (D0) Error Counter
Command: READ MAIN MEMORY
Control Address Data
B7 B6 B5 B4 B3 B2 Bl BO A7..A0 D7...D0
Binary 0 0 1 1 0 0 0 0 Address No effect
Hexadecimal 304 004...FF4 No effect
Command —»  IFD sels /0 | Quigoing Data — IC sets 1/0
to level L to level Z
ek T 1
/0 _ﬁ_;(
T Data of Data of Data of
Startoddress Startoddress + 1 Address 255
Start Stop Start of
fromiFD fromIFD | Qutgoing Dota IEDO1791

Figure 5 Read Main Memory
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2.3.2 Read Protection Memory

The command transfers the protection bits under a continuous input of 32 dock pulses to the output.
I/O is switched to high impedance Z by an additional pulse. The protection memory can always be
read, and indicates the data bytes of the main memory protected against changing.

Address Main Memory Protection Memory Security Memory
(decimal)
255 Data Byte 255 (D7...D0) - -
32 Data Byte 32 (D7...D0) - -
31 Data Byte 31 (D7...D0) | Protection Bit 31 (D31) -
3 Data Byte 3 (D7...D0) Protection Bit 3 (D3) Reference Data Byte 3 (D7...DO0)
2 Data Byte 2 (D7...D0) Protection Bit 2 (D2) Reference Data Byte 2 (D7...D0)
1 Data Byte 1 (D7...D0) Protection Bit 1 (D1) Reference Data Byte 1 (D7...D0)
0 Data Byte 0 (D7...D0) Protection Bit O (DO) Error Counter
Command: READ PROTECTION MEMORY
Control Address Data
B7 | B6 | BS [ B4 | B3 | B2 | B1 | BO A7...A0 D7...D0
Binary 0 0 1 1 0 1 0 0 No effect No effect
Hexadecimal 34y No effect No effect
Commoand ~—»  IFD sets 1/0 | Outgoing Data  ——» IC sets | /0
1o level L " to level Z

/0 D24
Dota of Dato of Data of
T T Byte t Byte 2 Byte 4
Stort Stop Start of
from IFD from IFD | Outgoing Dato [EDO1792
Figure 6
Read Protection Memory
( )€ 1K Semiconductor 8
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2.3.3 Update Main Memory

The command programs the addressed EEPROM byte with the data byte transmitted. Depending on
the old and new data, one of the following sequences will take place during the processing mode:

- erase and write (5 ms) corresponding to m = 255 clock pulses

- write without erase (2.5 ms) corresponding to m = 124 clock pulses
- erase without write (2.5 ms) corresponding to m = 124 clock pulses

(All values at 50 kHz dock rate.)

Address Main Memory Protection Memory Security Memory
(decimal)
255 Data Byte 255 (D7...D0) - -
32 Data Byte 32 (D7...D0) - -
31 Data Byte 31 (D7...D0) Protection Bit 31 (D31) -
3 Data Byte 3 (D7...D0) Protection Bit 3 (D3) Reference Data Byte 3 (D7...DO0)
2 Data Byte 2 (D7...D0) Protection Bit 2 (D2) Reference Data Byte 2 (D7... D0O)
1 Data Byte 1 (D7...DO0) Protection Bit 1 (D1) Reference Data Byte 1 (D7...DO0)
0 Data Byte 0 (D7...D0) Protection Bit O (DO) Error Counter

Command: UPDATE MAIN MEMORY

Control

Address Data
B7 B6 B5 B4 B3 B2 B1 BO A7 ... AO D7 ...D0
Binary 0 0 1 1 1 0 0 0 Address Input data
Hexadecimal 384 004...FF4 Input data
Command — IFD sets |/0 Processing—» IC sets 1/0
1o leval L to level Z
ax[ ol [11_T2 ] sl [T T LIELIELI
il | o4 o | L)
1/0 B0 X Bi €«» JDx -y /
¥
Start Stop Start of
from(FD fromIFD | Processina (ED01783
Figure 7 Erase and Write Main Memory
( )€ 1K Semiconductor 9
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Commond —» IFD sets 1/0 Processing——» IC sets 1 /0
1o lavell to lavel Z
p=-
CLK | “ol nEAN 23] | ol 1|12 LIS IR 5
/0 30 X(Bi (o5 Xo7) h " /[
Start Stop Start of
from [FD from|FD ) Processing I£001784

Figure 8 Erase or Write Main Memory

If the addressed byte is protected against changes (indicated by the associated written protection bit)
the 1/O is set to high impedance after the clock number 2 of the processing.

2.3.4 Write Protection Memory

The execution of this command contains a comparison of the entered data byte with the assigned
byte in the EEPROM. In case of identity the protection bit is written thus making the data information
unchangeable. If the data comparison results in data differences writing of the protection bit will be
suppressed. Execution times and required dock pulses see UPDATE MAIN MEMORY.

Address Main Memory Protection Memory Security Memory
(decimal)
255 Data Byte 255 (07...DO0) - -
32 Data Byte 32 (07...D0) - -
31 Data Byte 31 (07...D0) Protection Bit 31 (D31) -
3 Data Byte 3 (07...DO0) Protection Bit 3 (D3) Reference Data Byte 3 (D7...D0)
2 Data Byte 2 (07...D0) Protection Bit 2 (D2) Reference Data Byte 2 (D7...D0)
1 Data Byte 1 (D7...D0) Protection Bit 1 (D1) Reference Data Byte 1 (07...D0)
0 Data Byte 0 (D7...D0) Protection Bit O (DO) Error Counter

Command: WRITE PROTECTION MEMORY

Control Address Data
B7 B6 B5 B4 B3 B2 B1 BO A7...AQ D7...D0
Binary 0 0 1 1 1 1 0 0 Address Input data
Hexadecimal 3Cq 004...1Fy Input data

IK Semiconductor

NiC
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2.3.5 Read Security Memory

Similar to the read command for the protection memory this command reads out the 4 bytes of the
security memory. The number of dock pulses during the outgoing data mode is 32. 1/O is switched to
high impedance Z by an additional pulse. Without a proceeding successful verification of the PSC the
output of the reference bytes is suppressed, that means I/O outputs state L for the reference data
bytes.

Address Main Memory Protection Memory Security Memory
(decimal)
255 Data Byte 255 (D7...D0) - -
32 Data Byte 32 (D7...D0) - -
31 Data Byte 31 (D7...D0) Protection Bit 31 (D31) -
3 Data Byte 3 (D7...D0) Protection Bit 3 (D3) Reference Data Byte 3 (07...D0)
2 Data Byte 2 (D7...D0) Protection Bit 2 (D2) Reference Data Byte 2 (D7...D0)
1 Data Byte 1 (D7...DO0) Protection Bit 1 (D1) Reference Data Byte 1 (D7...DO0)
0 Data Byte 0 (D7...DO0) Protection Bit 0 (DO) |Error Counter (0,0,0,0,0,D2,D1,D0)

Command: READ SECURITY MEMORY

Control Address Data
B7 B6 B5 B4 B3 B2 B1 BO A7...AO D7...DO
Binary 0 0 1 1 0 0 0 1 No effect No effect
Hexadecimal 314 No effect No effect
Command —» IFD sets I/0 | Quigoing Data —» IC sets 1/0
fo tevel L | tolevel Z
CLK ol J1L ]2 23] J24 P 1 ] 25 32 r-‘l.-
- 1L _ l
1/0 [N C0 80 &5 &3 WK €3 €0 8 3 €3 8 ) 8 L
" & Dato of Reference Reference
I Error Counter Dafa Byie 1 Dota Byte 3
Start Step Start of
"from IFD fromIFD Outacina Dato JEDO1745

Figure 9 Read Security Memory
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2.3.6 Update Security Memory

Regarding the reference data bytes this command will only be executed if a PSC has been
successfully verified before. Otherwise only each bit of the error counter (Address 0) can be written
from "1" to "0". The execution times and the required clock pulses are the same as described under
UPDATE MAIN MEMORY.

Command: UPDATE SECURITY MEMORY

Control Address Data
B7 B6 B5 B4 B3 B2 Bl BO AT7...AO D7...D0
Binary 0 0 1 1 1 0 0 1 Address Input data
Hexadecimal 39,4 004...034 Input data

2.3.7 Compare Verification Data

This command can only be executed in combination with an update procedure of the error counter
(see PSC verification). The command compares one byte of the entered verification data byte with the
corresponding reference data byte. For this procedure clock pulses are necessary during the
processing mode.

Command: COMPARE VERIFICATION DATA

Control Address Data
B7 B6 B5S B4 B3 B2 Bl BO A7...A0 D7...DO
Binary 0 0 1 1 0 0 1 1 Address Input data
Hexadecimal 334 004...034 Input data
Command —» IfD sefs 1/0 IC sets 1/0
folevel L ‘ to level Z

v

AD X At

Address 1 Byte 1 T T
T Address 2 Byte 2
Stort Address 3 Byle 3 Step | Start of
fromIfD from IFD | Processing

iEDO1796

Figure 10 Compare Verification Data
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2.4 PSC Verification

The 1ZE4442 requires a correct verification of the Programmable Security Code PSC stored in the
Security Memory for altering data if desired.

The following procedure has to be carried out exactly as described. Any variation leads to a failure, so
that a write/erase access will not be achieved. As long as the procedure has not been successfully
concluded the error counter bits can only be changed from "1" to "0" but not erased.

At first an error counter bit has to be written to "0" by an UPDATE command (see figure 11) followed
by three COMPARE VERIFICATION DATA commands beginning with byte 1 of the reference data. A
successful conclusion of the whole procedure can be recognized by being able to erase the error
counter which is not automatically erased. Now write/erase access to all memory areas is possible as
long as the operating voltage is applied. In case of error the whole procedure can be repeated as long
as erased counter bits are available. Having been enabled, the reference data are allowed to be
altered like any other information in the EEPROM.

The following table gives an overview of the necessary commands for the PSC verification. The
sequence of the shaded commands is mandatory.

Command Control Address Data Remark
B7...BO A7...AQ D7...D0
Read security Memory 31y No effect No effect Check Error Counter
Update Security Memory 394 00y Input data Write free bit in Error

Counter input data:
0000 0ddd binary

Compare Verification Data 334 01y Input data Reference Data Byte 1

Compare Verification Data 334 024 Input data Reference Data Byte 2

Compare Verification Data 334 034 Input data Reference Data Byte 3
Update Security Memory 39,4 004 FF4 Erase Error Counter
Read Security Memory 314 No effect No effect Check Error Counter

As shipped, the PSC is programmed with a code according to individual agreement with the customer.
Thus, knowledge of this code is indispensable to alter data.

(?K IK Semiconductor 13
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Comparlsen

blocked

Comparlson

unsuccessful
number of "1”
= number of
possible retries

2.5 Reset Modes
Reset and Answer-to-Reset (compare 2.2.1)
Power on Reset

Figure 11 Verification Procedure

Yerification
Procedure Commandy
Read EC READ SM
Write one bit
of EC to "0 UPDATE SM Address 0 Data
Compartson COMPARE YO Address 1 Byte 1
verification data
referance data COMPARE YD Addrass 2 Byte 2
COMPARE YD Address 3 Byte 3
Erase EC UPDATE SM Addrass 0 1111111
Read EC READ SM
i EC = Error Counter
SM = Securlty Memory
Y YD = Verlflcation Data IEDG1504

After connecting the operating voltage to VCC, 1/O is high impedance Z. By all means, a read access

to any address or an Answer-to-Reset must be carried out before data can be altered.

2.6 Break

If RST is set to high during CLK in state L any operation is aborted and 1/O is switched to high
impedance Z. Minimum duration of tges = 5 (Us is necessary to trigger a defined valid reset. After

Break the chip is ready for further operations.

2.7 Failures

Behavior in case of failures:

In case of one of the following failures, the chip sets the I/O to high impedance Z after 8 clock pulses

at the latest.

(?K IK Semiconductor
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Possible failures:

- Comparison unsuccessful

- Wrong command

- Wrong number of command dock pulses

2.8 Coding of the Chip

Write/erase access to already protected bytes
Rewriting and erasing of a bit in the protection memory

Due to security purposes every chip is irreversibly coded by a scheme. By this way fraud and misuse
is excluded. The relevant data are programmed in the memory area from address 0 to 31. Afterwards
the associated protection bits are programmed. As an example, figures 12 and 13 show ATR and
Directory Data of Structure 1. When delivered, ATR header, ICM and ICT are programmed.
BELMICROSYSTEMS programs also the AID. The AID (Application identifier) consists of 5 byte RID
(Registered application provider identifier) administered by a national registration authority and of up
to 11 byte PIX (Proprietary application Identifier extension). There are two possibilities: the customers
AID or BELMICROSYSTEMS AID (only for sample quantities). Depending on the agreement between
the customer and BELMICROSYSTEMS ICCF can be also programmed before delivery.

Protocol bytes according to ISO 7816-3 Historical bytes according to ISO 7816-4
Protocol Type Protocol Parameter Category Indicator DIR Data Reference
H1 H2 H3 H4
B/B|B|B/B|B|B|B|B(B|B|B(B|B|B|B|B|B|B|B(B|B|B(B|B|B(B|B|B|(B|B|B
8|7|6|5[4]3(2]|1(8|7|6|5]|4|3]|2[1]|8[7|6|/5]|4]|3|2]1[8]|7[6]5[4]3]|2]|1
1/0f1)0|0f0O|1|0f0O|0OfO|1|0f0O|1]|2(0O|0O|Of2|0|Of0O|0O|2(0O|Of2|0O]|0OfO]|1
[EEEEEEENEE — g — s e iy v
Protocol TypeS RFU Shructurs | Number of Length of  Calegory Indicator bi=1:
identiiler | Dola Unlts Dalo Unlis  occording to 1SO 7816-4 b7 ~bi = Refersnce of
1 in Bits (2%¢) DIR Dalo
&=
0-7 = Resarved for IS0 0000 = No Indication b7 -b1=RiY
8-E = Hot dof. by ISD 0001 =128
B = Serlol data 0010 = 256
accest protocol 0011 =512
9 =3 wire b 0100 = 1024
protocel 0101 = 2048
A =2 wire bus 0110 = 4096
Broiocol ;
F=RHU 1111 =RFY
0:Read to end
— {:Reod with defined lengih
x00 = Resaryed for IS0
(10 = Generol Purpose (Structurs 1}
110 = Proprietory Structurs 001853

x01,x1t = For Special Existing Applications

Figure 13
Answer-to-Reset for Sync
Coding of Structure 1

hronous Transmission

(?K IK Semiconductor
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3 Operational Information 3.1

Memory Map
Address Main Memory Protection Memory Security Memory
(decimal)
255 Data Byte 255 (D7...D0)
32 Data Byte 32 (D7...D0)
31 Data Byte 31 (D7...DO0) Protection Bit 31 (D31)
3 Data Byte 3 (D7...D0) Protection Bit 3 (D3) Reference Data Byte 3 (D7...DO0)
2 Data Byte 2 (D7...D0) Protection Bit 2 (D2) Reference Data Byte 2 (07...D0)
1 Data Byte 1 (D7...D0) Protection Bit 1 (D1) Reference Data Byte 1 (07...D0)
0 Data Byte 0 (D7...D0) Protection Bit 0 (DO) | Error Counter (0,0,0,0,0,D2,D1,D0)

The Data bytes 0 to 31 can be protected against further changes by programming the associated
protection bit 0 to 31. The [ZE4442 allows data changing only after correct verification of the
Reference Data bytes. Reading of the Data bytes and of the associated protection bits is always
possible.

3.2 Electrical Characteristics
3.2.1 Absolute Maximum Ratings

Parameter Symbol Limit Values Unit
min. max.

Supply voltage Vce -0.3 6.0 \%

Input voltage (any pin) \ -0.3 6.0 \%

Storage temperature Tstg -40 125 °C

Power dissipation Piot 70 mw

Note: Stresses above those listed under "Absolute Maximum Ratings" may cause permanent
damage to the device. This is a stress rating only and functional operation of the device at
these or any other conditions above those indicated in the operational sections of this data
sheet is not implied. Exposure to absolute maximum rating conditions for extended periods
may affect device reliability, including EEPROM data retention and write/erase endurance.

In the operating range the functions given in the circuit description are fulfilled.

(?K IK Semiconductor 16
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3.2.2 Operation Range

Parameter Symbol Limit Values Unit Test Condition
min. typ. max.

Supply voltage Vee 4.75 5.0 5.25 \% -

Supply current lcc 3 10 mA Vce =5V

Ambient temperature Ta 0 70 °C -

3.2.3 DC Characteristics

Parameter Symbol Limit Values Unit Test Condition
min. typ. max.

High level input voltage Vin 35 Vee \Y —

(I/O, CLK, RST)

Low level input voltage Vi 0 0.8 \/ —

(I/0, CLK, RST)

High level input current iy 50 UA V=5V

(I/0, CLK, RST)

Low level output current loL 1 mA Vo = 0.4V, open drain

({7e)]

High level output current Vou 50 uA Vou = 5V, open drain

(I/0)

Input capacitance C 10 pF

3.2.4 AC Characteristics

The AC characteristics refer to the timing diagrams in the following. Viymin and V| max are reference
levels for measuring timing of signals.

Parameter Symbol Limit Values Unit Test Condition
min. typ. max.
RST High to CLK Setup time t1o 4 us
CLK Low to RST Hold time t11 4 us
RST High time (address reset) t1o 20 50 us
RST Low to I/O Valid time t13 25 us
RST Low to CLK Setup time t1a 4 us
CLK Frequency folk 7 50 kHz
CLK Rise time tr 1 us

(?K IK Semiconductor 17
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CLK Fall time te 1 us
CLK High time tis us
CLK Low time tis 9 us
CLK Low to I/O Valid time t17 2.5 us
Reset time for Break t1s 5 us
RST High to I/O Clear time t1o 2.5 us
(Break)

I/0 High time (Start Condition) ty 10 us
CLK High to I/O Hold time t, us
I/0 Low to CLK Hold time (Start t3 us
Condition)

I/0 Setup to CLK High time t4 1 us
CLK Low to I/O Hold time ts 1 us
CLK High to I/O Clear time (Stop ts 4 us
Condition)

CLK Low to I/O Valid time ty 2.5 us
CLK Low to I/O Valid time tg 25 us
CLK Low to I/O Clear time tg 2.5 us
Erase time ter 2.5 ms foik = 50 kHz
Write time twr 2.5 ms fouk = 50 kHz
Power on reset time Tror 100 us

Note: The listed characteristics are ensured over the operating range of the integrated circuit. Typical
characteristics specify mean values expected over the production spread. If not otherwise
specified, typical characteristics apply at T, = 25 °C and the given supply voltage.

3.3 Timing Diagrams

1
YCC 0
1 por
AT
1
RST () e
IRAT /1y fouk
14 t f
16 F
Chs TN T
CLK ! 0
1 2
0 Y A
13 |ty
1
1/0 . not defined DO, DO, X oo,
IET01787
Figure 14 Reset and Answer-to-Reset
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Figure 15 Command Mode
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Figure 17 Processing Mode

(?K IK Semiconductor 19

Semiconductor



124442

/13
1
RST
0
1
CLK
0
e
/o |
0

TIC selsi/0 tolevel 7
1ET01801

Figure 18 Break Package and Dimensions
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